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ONPEJAEJEHUSA

B wmacrosieM HIOKyMEHTE HCTIONB3YIOTCA  CIE/IYIOLIIC TepMUHBL M UX
oTnpe/eieHus.

ABTOMATH3HPOBAHHAS CHCTEMA — cHCTeMa, cocToslas M3 IepcoHana
KOMILIEKCA CPEICTB aBTOMATH3ALMH ero JeATeNbHOCTH, peausyrolas undopma-
[IMOHHYO TEXHOJOTHIO BBITOIHEHIA yCTAHOBJICHHBIX bynkumi.

AyTeHTH(pHKAUMS ornpaBuTe]s AAHHBIX — NOATBEP/KASHHE TOro, UT0 0T
TpaBMTeNb MOy EHHbIX JIaHHBIX COOTBETCTBYET 3asiBIICHHOMY.

Be3onacHoCTh TMepcoHaJIbHbIX JAHHBIX — COCTOfHHE 3AUIUIIEHHOCTA
MepcoHaNbHBIX  AAHHBIX, XapaKkTepu3yemMoe cIocOOHOCTbBIO [10J130BATENIEH,
TexHU4ecKux  CpeacTB U pHpOPMALHOHHBIX texmonoruii  obecne4nTh
KOH(UAeHUHATBHOCTD, [1e/IOCTHOCTb ¥ OCTYMHOCTS MepCOHABHBIX JAHHBIX TPH
1x 0GpaboTke B HHPOPMALUOHHBIX cHCTEMAaXx TIepCOHANbHBIX IAHHBIX.

BuomeTpHuecKHe nepcoHajbHbie JAHHBIE  — cBeJCHUs, KOTOPbBIC
XapaKTepu3yroT GU3HONOrHIECKHE 0coBGeHHOCTH YeJloBeKa 1 Ha OCHOBE KOTOPBIX
MOJHO YCTaHOBUTb €ro JIMIHOCTP, prioyan (ortorpadum, oTHCHATKH nanbles,
o6pa3 ceryarky T71a3a, 0cOGEHHOCTH CTpOeHMA Tejna | JpyTylo TOJ00HYIO
uHopMaIuio.

BrokupoBaHne TMepCoOHATBHBIX JaHHbIX — BPEMEHHOC MpeKpalleHne
06paboTKy IepcoHaTbHBIX JaHHBIX (32 WCKITHOICHUEM ciy4aes, €C/u obpadoTKa
HeobxoaUMa Jiisd yTOUHCHHA nepcoHaIbHBIX JIaHHBIX).

Bupyc (KOMNIbIOTEPHBIH, nporpaMMHbIH) — JCTIONH S eMbIN [IpOrpaMMHBIN
KOJA WU MHTEPIIPETHPYEMbIH HaGOp MHCTPYKIMH, oGnajatomuii CBOMCTBAMM HE-
caHKLMOHUPOBAHHOTO pacrpocTpaHeHns M CaMOBOCTIPOU3BEICHNA. Co3zzaHHbIe
NyGuKaThl KOMITBIOTEPHOTO BUpYCa HE BCETAA COBMAMAIOT C OPUTMHAIOM, HO CO-
XpaHIIoT CrocOBHOCTh K JajibHeHIIEMy pacrpoCTPaHEHHIO 1 caMOBOCIIpOM3BELe-

HUIO.



BpeoHocHasi Iporpamma — nporpamma, npeHazHaYeHHast 1A oCy1L1eCTB-
[eHHs HeCAHKIMOHUPOBAHHOTO AOCTYTIA i (Mnu) BO3IEHCTBUS Ha TepCOHAIbHbIC
JlaHHbIe WK pecypChl pH(GOPMALIMOHHOH CHCTEMbI mepcoHabHBIX IaHHBIX.

BenomoraTelbHble TeXHHUECKHE cpeicTBA M CHCTEMbL — TeXHUYECKHE
cpejicTBa ¥ CHCTEMBI, HE npe/iHasHaYeHHbIE I nepenayu, 00pabOTKH 1 XpaHeHNsI
HepCOHa.ﬂbeIX JIaHHBIX, yCTaHaBHHBaeNiBIe COBMECTHO C TeXHHYECKUMHU cpenct-
paMu M CHCTEMaM, [IpeJiHasHaueHHBIMM 1A 06paboTKH TepCoHATbHBIX NIaHHbIX
W B TOMELLIEHNAX, B KOTOPBIX yCTAHOBICHD! uH(QOPMALMOHHBIE CHCTEMBI TIepco-
HATbHBIX JAHHBIX.

JlocTyn B ONEpauHOHHYIO cpely KOMMNbIOTEpa (undmpmauuounoﬁ
CHCTEMBI TMepCcoHAIbHBIX AAHHBIX) — [OIyHICHHC BO3MOJKHOCTH 3aIlycKa Ha
BLITIONHEHNE IITATHBIX KOMAHI, GyHKIMHA, NPOLETYP OrepaliOHHOM ~ CHCTEMBI
(yHHYTOXKEHUS, KOTMpOBaHHKs, TepeMeleHIs 1 T.aL), WCHOIHAEMBIX (atinos
TIPUKJIAHBIX POrPaMM.

JlocTyn K HHGopmMAalUHu — BO3MOYKHOCTD TIOTyHCHMS yHbopMaIyy U €€ He-
[10JIH30BAHMS.

Jakaa104HOe YCTPOHCTBO — HIEMEHT cpejicTBa CheMa pH(pOpMAaIH, CKPBITHO
BHEAPACMBIH (3al<na,n:bmaem1ﬁ WTH BHOCMMBIN) B MeCTa RBO3ZMOYKHOIO CBhEMA
urbopMaLMH (B TOM HHCIC B OrpakieHue, KOHCTPYKIMIO, oGopy;10BaHKe, TIPSAMETE!
{HTepbepa, TPAHCIOPTHBIE CPE/ICTBA, a TaiOKe B TEXHUYECKHe CpeacTsa CHCTEMBI
00paboTKH PHGMOPMALI|H).

Jammumaemas nHGopmauHsi — pHGbOpPMAIH, ABIAOLIAACH TpesIMETOM C00-
CTBGHHOCTH M TOfUIexaias 3aliTe B COOTBETCTBAM ¢ TpeOOBaHUSIMU TIPaBOBbBIX
JOKYMEHTOB HJTH TPeOOBAHMAMY, yCTaHAB/IUBAEMbIMY cOBCTBEHHUKOM MH(OpMALTH.

WnenTuduKranus — MPUCBOCHHE cyOBeKTaM H obbeKTaM I0CTyIa WICHTH-
¢ukaropa H (M) CpaBHEHHC MpebABIIEMOro MIeHTAUKATOpa C TEPeTHEM
MPUCBOCHHBIX uneHTU(HUKaTOPOB.

MupopmaTHBHBIH CHIHAT — 7IeKTpUYecKre CHrHalbl, aKyCTUHECKHE, JTICK-

TPOMArHMTHBIC M JAPYTHE (usvHeckue 1O, 110 riapaMeTpaM KOTOPBIX MOJKCT OBITH



pacKpbITa KOHQUIEHIMATbHA uHpopMaLus (IIepcoHaNbHbIC nanmble) oOpabarpiBacMas
B MHGbOPMALMOHHON CHCTEME MepcOHaTbHBIX JaHHBIX.

UndopmannoHubie TexHOIOTHH — TPOIECCh], MCTObI MOUCKA, cOopa, Xpa-
HeHus, 00pabOTKH, MNPENOCTABICHIA, pACIPOCTPaHEHNA pHMOpMALH U Cr1oco0sl
OCYLIECTB/IEHHA TAKMX TPOLECCOB 1 METO10B.

NudopMalHoOHHAS CHCTEMA nepcoHanbHbIX nannpix  (MCIIH) -
COBOKYMHOCTb COfIEpKAlXCA B Gazax J@HHBIX TMEPCOHAIBHBIX JAHHBIX 7
oGecreunBaomMX X 06paboTKy MHGMOPMAIMOHHBIX TeXHOJOTHI 1 TEXHUIECKHX
CpPEeCTB.

Menonp3oBanne MepcoHaIbHBIX JAHHBIX — JEACTBHA (onepaumu)
epcoHanbHBIMK  JIAHHBIMH, coBeplIaeMble ONepaTopoM B Hensx TNpUHATAA
pereHuil WM COBEPUICHHUA AHBIX JeHCTBUH, MOPOXKAAIOMMX FOPUINYECKHE
[OCJIeACTBHUSl B OTHOIICHUN cyGBbeKTa MepcoHaTbHbIX JAaHHBIX WM JPYTUX UL
1160 MHBIM 00Pa3oM 3aTParkBAIOLIMX mpasa 1 cBOOOIBI cyObeKTa TnepcoHalbHbIX
JaHHBIX WU APYTHX JIALL

MeTouHHK Yrposbl 6e30macHoCTH uudopmanuu — CcyOBeKT JOCTyTIa, MaTe-
pHabHBIA O0BEKT WKk pusHHecKoe ABMECHAL, JRIISIOLMECS TIPHHUHON BOSHUKHOBEHH
yrpo3bl 6e30MacHOCTH MHGOOPMALIH.

KouTpoaupyemasi 30Ha — [IPOCTPAHCTBO (TeppUTOPH, 3aHKe, YacThb 31aHus,
[HOMellleHHe), B KOTOPOM MCKIIIOYCHO HEKOHTPOJIMPYEMOE npeObIBaHue TOCTOPOHHMX
JIMLL, @ TaKIKe TPAHCTIOPTHBIX, TeXHIUECKHX U HHBIX MaTepHayIbHBIX CPEACTE.

KonduaeHuuaibHOCTh nepcoHabHBIX JaHHBIX = obsi3arensHoe UL
COGITIONCHIUS! OTIEPaTOpPOM Wil WHBIM [TOMy<MBIIMM JOCTYTL K MepcOHANBEHBIM JIaHHBIM
yuioM TpeboBaHHe He JIOMyCKaTh HX pacrpoCcTpaHeHne Ges cormacusi CyObEKTa
TlepCOHATHHBIX JAHHBIX W HATHH MHOTO 3aKOHHOIO OCHOBAHHA.

MeskceTeBoil IKPaH — JIOKATbHOC (O,ILHOI(OMHOHGHTHOG) win GyHKIHOHAIbHO-
pacrpesiesicHHoe MPOrpamMMHOE (nporpamwmo-armapamoe) CpelCTBO (KOMIUIEKC),
peanu3yroLee KOHTpOIb 33 uH(opMaIMeH, nocTymatomieit B uHMOPMALIOHHYIO CUCTEMY

TepCOHABHBIX JAHHBIX 1 (1) BHIXOZISALLCH U3 HH(bOpMauHOHHOﬁ CHCTEMBL.



HapymuTe/ib 0e30MacHOCTH nepcoHabHbIX JaHHBIX — (prsprecKoe JIHLO,
CITydaifHO WJIH TIPE/IHAMEPEHHO coBepuIaiolee JCHCTBIS, CTIEICTBUEM KOTOPBIX SBIACTCA
HapylueHue 06e30MacHOCTH MepCOHATBHBIX JIAHHBIX MPH HX 00paboTKe TeXHUYECKUMH
cpeicTBaMK B UH(QOPMALMOHHBIX cHcTeMax TepcoHaIbHBIX JaHHbIX.

HeaBroMaTH3HPOBAHHA oGpaboTka MEPCOHATBHBIX AAHHBIX —
oGpaboTka nepconalbHbIX JAHHBIX, conepIKalXes B HHdpopmauHOHHoﬁ cHucTEME
MepcoHallbHBIX IaHHBIX 60 W3BIEYEHHBIX M3 TaKOW CHCTEMBL, CUNTACTCS
OCYILIECTBIICHHOM oe3 MCIIOJIB30BAHHUS CPEelCTB aBTOMATH3alHH
(HeaBTomaTumposaﬁuoﬁ), eIy Takue JeficTBUs ¢ MepCOHATbHBIMU [aHHBIMH, KaK
JCIIONB30BAHME, YTOUHEHHE, PacTpOCTPAHEHHE, YHHUTOKEHAE MEPCOHATLHBIX
JQHHBIX B OTHOIIGHWH KOKIOTO M3 cyOBbeKkToB TEepCOHANBHBIX JaHHBIX,
OCYILIECTBIISOTCS MPH HerocpeICTBeHHOM yHacTHH 4eNoBeKa.

HejexkaapupoBaHHble BO3MOXKHOCTH — pyHKIMOHATIbHbIE BO3MOKHOCTH
CpesCTB BEMMMC/IATEIBHON TEXHUKH, HE OIMCAHHBIC WIM He COOTBEICTBYHOILHE
OTMCAHHBIM B JIOKYMCHTaLWH, TTPH MCIIONB30BaHMA KOTOPBIX BO3MOXKHO HapyleHne
KOH(UAEHIMATBHOCTH, JOCTYTHOCTH WM [ETOCTHOCTH 0OpabaTeiBaeMOK  HH-
hopmarum.

HecaHKIMOHMPOBAHALIH A0CTY I (HecaHKIHOHHPOBAHHBIE neicTBHA) —
focTyn K MHbopMaluu Wi neicTBHs € yH(opMarIver, HapyIalolme rpasu/a pas-
rpaHudenust 0CTyna © JICIIOB30BAaHMEM IITATHBIX CPEACTE, TpefoCTaBIAEMBIX
urGOPMAIHOHHBIMH CHCTEMAMH IepCOHANBHBIX JaHHBIX.

Hocurens nHdopmMann — QU3AIECKOE JIMIO JUTA MaTepUaibHbIH 00BEKT, B
ToM uucie (pU3MUecKoe 1oJie, B KOTOPOM uH(OpMAaLKs HAXOMUT CBOE OTpaXKeHue B BAIC
CHMBOJIOB, OOPa30B, CUIHANIOB, TEXHHICCKHX pelLieHHi 1 POLIECCOB, KONIMYECTBEHHBIX
XapaKTEPHCTUK QU3UIECKIX BEJTMYHH.

OGe3anuuBaHHe NEPCOHATBLHBIX JaHHbIX — JAEHCTBHSA, B pe3ylibTaTe
KOTOpPBLIX CTAHOBUTCH HEBO3MOXKHEIM 0€3  MCIOJIb30BaHHs JOMOTHATEIBHON
pH(GOpMALUK ONPEASTUTD PUHAUIEKHOCTS MePCOHATBHBIX [laHHBIX KOHKPETHOMY

CcyGBbeKTY MepCOHANBHBIX JAHHBIX.



O6paboTka MepCOHANBHBIX NaHHBIX — J000e JeNCTBUE (omepanu) WA
COBOKYIHOCTb JEHCTBHH (omeparuii), copepuraeMbIX ¢ MCIOJIE30BaHKEM CPEICTB
aBTOMATH3alMA WM O€3 HCMOJIb30BaHUA Takux CpENcTB C TepCOHANBHBIMH
JaHHBIMH, BKIIHOYas cGop, 3amuch, CHCTEMATH3ALMIO, HaKorUieHue, XpaHECHUE,
yTOUHEHUE (oGHOBIIEHUE, H3MeHeHue), H3BIEUEHHUE, Wcrop30Banue, neperady
(pacripocTpaHeHHE, npeoCTaBlIeHHE, 0¢TyT), 00e3NMUUMBAHHUE, 0JIOKHpOBAHKE,
yaneHue, yHHITOXKCHUE repcoOHabHbIX AAHHbIX.

OO6uIeA0CTYNHBIE MePCOHANBHbIE AAHHBIE — TepcoHabHble JaHHBIC,
JIOCTYTl HEOTpaHW4EeHHOro Kpyra JMIL K KOTOPbIM TIPeJOCTABICH C COTNIACHA
cybGbekTa IepCOHANBHBIX  AAHHBIX My HA KOTOpble B COOTBETCTBHH €
denepanpHBIMK  3aKOHaMH  HE pacnpocTpaHAeTCs TpeboBaHue cobmroaeHus
KOH(AIEH TAATTBHOCTH.

Oneparop (nmepcoHATBHBIX NAHHBIX) - FOCY}I&pCTBeHHbIﬁ opras,
MyHHIUMATBHBIH OpraH, IOpUATIECKOe i Qusrdeckoe JHLO, CaMOCTOATEIBHO
WM COBMECTHO C APYTHMH JHIAMH OpraHm3yioumue U (Wan) OCYUIECTBJISIOLIHE
06paboTKy NepcoHaNbHBIX JAHHBIX, a TAKKe ompejendiomue el 00paboTKH
TIepCOHANbHBIX AaHHBIX, COCTAB riepcoHarbHbIX IaHHBIX, nozsexamux 06padoTKe,
neiicTu (OrEpalyy), COBEPLIAEMBIE € rnepcoHaIbHbIMH JAHHBIMHU.

Texnuueckue CpeAcTBA HHGPOPMAIMOHHOH CHCTEMBI nepcoHalbHBIX
NAHHBIX — CPEICTBa BBLIYHCTUTEILHOM TEXHUKH, MHGOPMALHOHHO-BEIUUCTHTEIHHBIC
KOMILTEKChI M CETH, CPEICTBA H CHCTEMBI Nepe/iatin, npriema ¥ 00padoTKH [1]In (cpencTtsa
W CHCTEMBl 3BYKO3aIIUCH, 3BYKOYCHJICHHS, 3ByKOBOCIIPOU3BE/IEHHS, [EPErOBOPHBIC H
TeNeBU3MOHHbIE YCTPOICTBA, CPE/ICTBA M3TOTOBICHHA, THPAKHAPOBAHMS JIOKYMCHTOB H
JIpyrHe TeXHWIECKHE CPEACTBA 0OpaboTKK peueBoH, rpaduHecKoi, BUCO- U GyKBEHHO-
1poBoOi unbopMaLKK), TIPOrPaMMHBIE CPEZICTBA (OIIepalOHHbIE CHCTEMBI, CHCTEMB
yrpasrieHus 6asaMy IaHHBIX A T.J1.), CPeACTBA 3allIMThI pH(opMaLWH, TIPUMEHSEMbIC B

MH(OPMAILMOHHbIX CHCTEMAX.



IMepexsar (audopmMaunn) — HerpaBoMepHoe MOTYyHEHHE uHpopmanua ¢
HCTIONb30BAHMEM TEXHHYECKOro  Cpe/cTsa, OCYIIECTBISIIOILETO obOHapyKeHHe,

mpueM 1 06paboTKy yH(GOPMATUBHBIX CUTHATIOB.

epconabHble JaHHbIE — TioGas MH(popMaLs, OTHOCAAAC K PAMO
AT KOCBEHHO OMpejlelieHHoMy WK ompenensieMoMy ~ (PUIHIECKOMY JTULLY
(cyOnekTy nepcoHANBHBIX JIAHHBIX);

MoGounbie  3IEeKTPOMATHHUTHDIC u3aydenusi M HABOARH =
37IeKTPOMArHHTHbIC H3ITyHeHIS CeXHUYECKNX CpescTB 00paboTKH 3aIUIaeMo
undopmanny, BO3HHKAIOLIHE kak mobOouyHoe sBIEHME M BbI3BAHHbBIE
3NeKTpUYecKUMI CHrHanaMHu, JeHCTBYIOMMME B MX 3JeKTPHHCCKHX 1 MarHUTHBIX
LIeMsiX, 4 TAKXKe dNEKTPOMATHUTHBIC HABOIKH ATHX CUIHAJIOB HA TOKOIPOBOIALINE
[TMHUY, KOHCTPYKIIMK ¥ LEMH MATAHAH.

[onuTHKAa  «4HCTOro  CcToja» = KOMIUIEKC ~ OpraHu3alHOHHbBIX
MepOTpHsTHii, KOHTPOHPYIOIHX OTCYTCTBHE 3amKCHIBAHMA Ha OymaKHble
HoCHTENM Koded W aTpuOyTOB J0CTYTIA (maponeif) W XpaHSHHs HX BONM3H
00BEKTOB Jl0CTYyTIA.

[Tonb3oBaTelb uﬂqmpmaunouﬂoii cHCTEMbI TIEPCOHAIBHBIX JaHHBIX —
NUI0, YdYacTByloIlee B (hyHKIIMOHMPOBAHNH MHGOOPMALMOHHON  CHCTEMB
[epCOHANBHBIX JaHHbBIX HITH HCTIONB3YIOLIee pe3yIbTaThl €€ (yHKILIMOHAPOBAHHL.

[paBuia pasrpanHicHHs focTyna — COBOKYMHOCTD MpaBii, peraMeHTH-
PYIOLIUX MpaBa J0CTyNa cyObeKTOB A0CTYTIA K 0OBpeKTaM A0CTYIA.

[IporpaMmHasn 3aKJIaaKa — KOA mporpamMMmbl, PeAHaMEPEHHO BHECCHHbIH B
[POTPAMMy C LENb0 OCYIIEeCTBITE yTeuKy, U3MEHUT, GIOKUPOBATh, YHUITOKUTL
MHOOPMALMIO WM YHUUTOKUTE 1 MOIM(UIIMPOBATh MPOTPaMMHOC oOecre4eHue
uHGOPMAIIMOHHON CHCTCMBI nepcoHaNbHbIX JaHHBIX 1 (unu) GIOKMPOBATH AMTia-
paTHble CpeJICTBa.

[TporpamMmmHoe (rlpOl"paMMHO-MaTemaTﬂ‘lecKOE) po3jeiicTBAEe  —

HeCaHKITMOHUPOBAHHOE Bo3jeiicTBHe  Ha  PeCypehl ABTOMATH3UPOBAHHOM



10

MH(MOPMALIMOHHOH CHCTEMBI, OCYLIECTBIIAEMOE C HCIOJIB30BAHHEM BPEIOHOCHDIX
MporpamMmm.

PackpbiTHEe NEPCOHATBHBIX JAHHBIX — YMBILIIICHHOS HIH cly4qanHoe
HapylIeHHe KOHQHeHIHalbHOCTH nepcoHaIbHBIX JIAHHBIX.

PacnpocTpaHeHne nepcoHANbLHBIX AAHHBIX — fieficTBHsA, HArpaBjCHHBIC
Ha pacKpPHITHE IEPCOHANBHBIX JaHHBIX HeOoTpe/ieIeHHOMY KpYTY JIHIL

Pecype HHPOPMALHOHHOH CHCTEMbI — MMEeHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
[PUKJIAAHOTO 128051 annaparHoro obecreueHUs dyHKLHOHHPOBAHUS
uHGbOPMAIHOHHOH CUCTEMBL.

CreunajbHble KATETOPHH MNepCOHAALHBIX JAHHBIX — TNEPCOHANBLHBIE
JTaHHbBIE, KacarollHecs pacoBOH, HalMOHATLHOW MPHHALIEKHOCTH, MOTATAYECKUX
B3IVIS/IOB, PENUTHO3HBIX HIIH dunocodcrux yOeKIeH!H, COCTOSAHMA 3M0pOBbA U
AHTHMHO# K¥3HN CyOBEKTa NepcoHaIbHBIX JIQHHBIX.

CpeacrBa BLIMHCANTEIbHOI TEXHUKH — COBOKYTHOCTR MpOrpaMMHBIX 1 TeX-
HUYECKUX SIIEMEHTOB CHCTEM 06paboTKu  [aHHbIX, criocoOHbIX  (DYHKIMOHUPOBATH
CAMOCTOSTEBHO WK B COCTaBe APYTUX CHCTEM.

Cy6bexT aocTyna (cyObeKT) — JIHLO WK MPOLECe, neficTBIsL KOTOpPOTO per-
JTaMeHTHUPYIOTCs TIpaBuIaMu pasrpaHuHeHns J0CTYTIa.

TexuuuecKHi KaHaa yTe€UKH undopmMaluu — COBOKYIHOCTD HOCHTEIISA HH-
dopmarn  (CpencTsa 006paboTKH), (U3NUECKOM  Cpe/tbl pacHpoCTpaHeHHs nHpOpP-
MATHBHOIO CATHAJIA X CPEICTB, KOTOPLIMH no0ObIBaeTCA 3aluiaemMasl uHGpopMalu.

TpancrpanuyHnas rnepeaata NepCOHATbHBIX  AAHHBIX = nepenaya
MepcoHANbHBIX — TAHHBIX orepaTopoM  Hepes [ocynapcTBeHHYIO  TpaHHILy
Poccuiickoit ~ ®Penepauuu  OpraHy BRAacTM  WHOCTpAaHHOro — rocynapcTsa,
uznuecKoMy Wi FOPHUANYECKOMY JIHLLY MHOCTPAHHOTO rocy1apcTBa.

Yrpo3bl Oe30nacHOCTH NepcoHAIbHBIX TAHHBIX — COBOKYTTHOCTb YCJIOBHH H
(haKTOPOB, CO3JAIOMIMX OMACHOCTE HeCaHKIIMOHMPOBAHHOIO, B TOM HMCIE CITy4aiHOro,
J0CTYTA K [IePCOHA/IbHBIM JAHHEM, pe3yNETATOM KOTOPOTo MOKET CTATh YHUYTOXKEHHE,

U3MeHeHre, BIIOKUPOBaHHE, KOTTMPOBAHHE, pACTIpOCTPAHEHHE MEPCOHATBHBIX JIaHHBIX, &
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TAKKe MHBIX HeCAHKIIHOHMPOBAHHMIX JelCTBIMN MpU UX 00paboTKE B MHGbOPMALMOHHOH
CcHCTEME [epCOHATbHBIX JaHHbBIX.

VHHUYTOKEHHEe MEPCOHATBHBIX [JaHHBIX = neiicTBUs, B PE3YIHTATE
KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM BOCCTAHOBHUTH COJICPHAHHE HepCOHaﬂBHbIX
JAHHBIX B PH(MOPMALIMOHHOH CHCTEME MepcoHanbHbIX JAHHBIX ¥ (unn) B
pe3ynbTate KOTOPBIX VHUUTOKAIOTCA MarepualnbHble HOCHTEIH epCoHaIbHBIX
JMAHHBIX.

Vreuka (3amuinaemoii) undgopmMaluH Mo TeXHHUECKHM KaHajgaM —
HEKOHTPOIHUPYEMOe paclipOCTPaHEHHC pH(OpMaLHH OT HOCUTEIS sarAmaeMoi HHGop-
Marmy depe3 Gusnueckyro cpeiy M0 TeXHIUECKOro CpeJCTBa, OCYIICCTBISIOLIETO
nepexBaT HHGOPMALHH.

Vsi3BHMOCTB — C/1a00CTh B CPEICTBAX ALATEL, KOTOPYEO MOYKHO MCTIO/B30BATE
IS HApyIIeHst CHCTEMbI HITH coziepyalLeiicsi B Hell uH(OpMALAH.

IlenocTHOCTL HHpOPMALIMH — CMOCOOHOCTH CPEACTBA BBIYMCTTUTEIIBHOHM TeX-
HUKM WA aBTOMATH3MPOBAHHOM CHCTEMbI obecrieynBaTh HEM3MEHHOCTD nHbopMaLuy B

YCIIOBHSIX CIy4aiHOrO 1/HITH TIpeIHAMEPEHHOTO HCKAMKCHHA (paspyIeHus).



OBO3HAYEHMSA 1 COKPAILEHAA

ABC — aHTUBHpYCHBIE CPEICTBA

APM — aRTOMATA3HPOBAHHOE padotiee MecTO

BTCC — BcrioMoraTeNIbHble TeXHUHECKUE CpEJICTBA H CUCTEMBI
VCTT/Ia — uHbopMalHOHHas CUCTEMA repCOHATBHBIX IAHHBIX
VB — nHopMmaLyoHHas 0e30MacHoCT?

K3 — xoHTpONIMpyeMas 30Ha

JIBC — nokasbHasi BBIYACIUTENbHas CeTh

M — MeKCeTeBOM IKpaH

HCH~ HeCaHKIMOHUPOBAHHbIH JOCTYTI

OC — onepalMoHHas CUCTEMa

[1/1s1 — TiepcoHANbHBIE JIaHHbIC

[IMB — mporpaMMHO-MaTeMaTHHeCckoe BO3ZIEMCTBUE

[1O — nporpaMMHOe 00ecreueHHe

[IOMMVH — noGouHble ek TpOMarHHTHBIE VRITyUeHNUs U HABOJIKH
CA3 — cucTeMa aHau3a 3aldIeHHoCTH

C3U — cpeacTBa 3allUThI uHGMOpMaLH

C3I1/x — cucrema (mosicucTEMAa) 3aLIUThI nepcoHabHbIX JaHHBIX
COB - cucTeMa 00HapyKEHUA BTOPYKEHHH

TKYU — TexHuueckue KaHalbl yTeIKH pHGOpMALAH

YBI1/1H — yrpo3sl 0e301acHOCTH TepCOHAILHBIX AAHHBIX
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BBEJIEHUE

Hacrosuiee IlonoxeHue uHGbOPMALOHHON 0e30MacHOCTH B benepabHOM
rocyapCTBEHHOM  OIOJUKETHOM 00pa30BaTe/IbHOM  YUPEeKICHAN BBICIIIETO
o6pazoBaHusd «JloHCKOM rocyAapCTBEHHbIN arpapHbId yHHBEPCHTET) (nanee 1o
rexcry — ®'BOY BO Jlouckoit [AY), aBnsAcTCA OQHUIHATEHBIM JOKYMCHTOM, B
KOTOpOM Orpejieliena CHCTeMa B3IJIOB HA oBecrieverne WHPOPMAIMOHHOM
6esonacHoct ®IBOY BO JlonckoH TAY.

HeoGxomumocTh pa3paboTku 1107105KEHAA 06yciioBieHa CTPEMUTEIBLHBIM
paciupenyeM chepbl MPUMCHCHHN HoBeHMX WHGOpMaLlMOHHBIX TEXHOJIOTHH U
npoueccos B PIBOY BO Jloncko#i 'AY, npH obpaborke uHPOpMALHH BooO1LE, 1
[epCOHAIBHBIX JAHHBIX B 4aCTHOCTH.

[Tonoxkenue pa3paboTaHO B COOTBETCTBUM C CHCTEMHBIM TMOIXOA0M K
oGecreyenuio  MH(GOPMAIMOHHOH 6esomacHocTH.  CHCTeMHBIF  TOAXO
mpejnonaraeT  MPOBEJICHAE KOMIUIGKCa  MepompusTHil, — BKJIIOHAIOUIAX
WcclieoBaHue yrpos uH(oOpManOHHON Oe30TacHOCTH ! pa3paboTKy CHCTEMbI
sanmTel  11JIH, ¢ MO3MLMKM  KOMIUICKCHOTO IpUMeHeHWsl TeXHH4YECKHX H
OpraHM3aLAOHHBIX Mep U CPE/ICTB SatliThL.

Mo uHGOPMALMOHHON GezonacHocThio 11/1H MOHUMACTCH 3alIAIIECHHOCTD
MepCoOHANBHEIX JaHHBIX M o6pabatblBaiolieil UX uHppacTpyKType OT JIO0BIX
ciydalfHbIX HIIH 37IOHAMEPEHHBIX BO3/ICHCTBHIl, Pe3y/IbTaTOM KOTOPBIX MOXKET
GBUTHCA HaHeceHHe ymepba camoH uHpOpMAIMH, ee BiajenblaM (cybpekraM
I1/1n) win uadpacTpyKType. 3a1a4n nH(OPMALHOHHOH 0€30MacHOCTH CBOJATCA K
MUHMMHU3ALAA yiuepda oT BO3MOJKHOM peanu3alun yrpos 6esonacuocty I1/1H, a
TaKKe K TPOTHO3MPOBAHMIO U MPEJOTBPAIICHIIO TAKUX BO3/1eHCTBHUI.

[MonokeHHe  CIYXKHT  OCHOBOH  JUIA paspaboTK¥  KOMILIEKCA
OpraHu3aLHOHHBIX M TEXHUIECKUX Mep 10 0OECTIeUCHHIO nH(OPMALHOHHOH
Geszomacnoctu  ®I'BOY  BO Jlouckot T'AY, a TaKXKe HOpPMaTHUBHBIX U

METOANYCCKHX HOK}’MEHTOM, oOecrieyuBarOIIKX €€ peanmaumo, Hu HE
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MpeAnoNaraeT noJMeHsl yHKIKE rOCy/1apCTBEHHBIX OPratos practi PoccuilckoM
denepauny, OTBEYAROLIUX 32 obecriedeHue 6e30macHocTH  MHGOOPMAIHOHHbIX

TeXHOJIOr|il ¥ 3aIiTy HHGOPMALMH.

[MonoxeHue SABIAETC METOI0IOTHUECKOH OCHOBOM JUIA:
— QopmMupoBaHHA U TPOBEACHHUA eIMHON TMOJUTHKH B 0ONacTH

obecreuenus 6esonacioctd PI'BOY BO Jlouckoit [AY;

— NPHHATHA YIPaBIEHYECKUX pemeHnil 1 pa3pabOTKH NPAKTHHECKHX
Mep 1O BOILIOLUEHHMIO TOMHTHKH GesomacuocT 111 ¥ BbIpabOTKH
KOMIIIEKCa COIJIaCOBAHHBIX Mep HOpPMATUBHO-IIPABOBOTO,
TEXHOJIOTHUECKOT0 U  OPraHM3alMOHHO-TEXHHHECKOTo Xapakrepa,
Hampap/JCHHBIX Ha  BBISIBJICHHC, oTpakeHHe U JIMKBUAIALMIO
MoC/eACTBHI peanu3alii pa3iniHbIX BHIOD yrpo3 I1/1H;

— KOOpIMHALKMH JACATEIBHOCTA CTPYKTYPHBIX nojipasaeneHui ®Ir'BOY
BO J[lonckoit ['AY  mpu TIpOBEICHHH paboT MO pasBUTHIO U
sxcruryatamen UCIIAE © cobronenuem TpeGoBaHui obecredeHIs
6ezonacnocty 111,

— pa3paboTku NpeIOKEeHHH  TIO COBEpIIEHCTBOBAHMIO [PaBOBOTO,
HOPMATHBHOTO, METOIHIECKOTO, TeXHUUECKOr0 U OpraHu3allMOHHOTO
o6ecrieyenus OezonacHoctH 11JIH B UCTIlx ®T'BOY BO JloHCKOM
TAY.

[IpasoBoii Gaszot s pa3pabOTKH HACTOALIETO MOJIOKEHNA CIIyXKar
TpeGoBaHns JEACTBYIOIHUX B Poccui 3aKOHOJATENBHBIX ¥ HOPMATHBHBIX

[IOKYMEHTOB 110 00€CTIeueHUIO 6e30MaCHOCTH MEPCOHANIBHBIX TAHHBIX (T1n).
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1 OO0mmue MOJI0KECHHS

[Taviormea [Tonoweuiie NIPEICIACT OCHOBHBIE LleN W 3anad4y, a TaKxe
o6lIyi0 CTpAaTerdio IMOCTPOCHMs CHCTCMbL 3aUThl T[EPCOHANbHBIX JaHHBIX
(C3IT/ln) GenepalbHOro rOCYJAPCTBEHHOTO  OIOKETHOTO 06paz0BaTE/IbHOTO
yUpEXKAEHNA BBICIICTO oGpazosanusi «JLOHCKOH rocyapCTBeHHBbIH arpapHbIi
yHEBepCHTET». [T0NOKEHHE OMPEACIACT ocHOBHbIe TpeOOBaHUA H 0a30BbIE
[OIXO/BI K MX Pean3aliy, A AOCTHKEHNS tpeGyemoro ypoBHs 0e30MacHOCTH
uHbOpMAaLMH.

C3I/u mpeacraBiseT co0OH COBOKYMHOCTH OpraHM3allHOHHBIX 1 TEX-
HUYECKUX MEpOTPUSTUI 1A 32l Thl I[1/{4 OT HEnpaBOMEPHOro MK Cly4aifHOTO
OCTYNa K HUM, YHHYTOKCHHS, M3MCHEHHH, 6I0KHpOBaHUs, KOMUPOBaHHA, pac:
npocTparenys [T[1H, a TaKKe UHbIX HerpaBOMepHbIX AefiCTBHI C HAMH.

Be30mMacHOCTs MepPCOHANbHBIX AAHHBIX JAOCTHIACTCH MyTeM HCKIIIOUSHUS
HECAHKIIHOHMPOBAHHOIO, B TOM HHCIIE caydaitHOro, J0CTyrna K MepCOHATBHBIM
NaHHLIM, PEe3y/lbTaTOM KOTOpOro MOKET cTaTh YHUYTOKEHHE, H3IMEHCHUE,
610KMpOBaHKe, KOMMPOBAHKE, pPACIIPOCTPAHEHNE TePCOHANBHBIX JAHHBIX, a TaKxKe
HHBIX HeCAHKIHOHUPOBAHHBIX TeHCTBHH.

CTpyKkTypa, COCTaB M  OCHOBHEIC dyHKUMMA ~ TeXHHYeCKHX U
OpraHu3alOHHbBIX meponpusitait  C3T1n  ornpeaeaoTes MCXOOsA W3 YPOBHA
sanMIeHHOCTH  (Kiacca) MCTIn, ycTaHOB/IEHHOro B COOTBETCTBHH €
tpeboBaHnsAMH [10CTAHOBICHMSA [TpasurenpcTba N 1119 or 1 mosbps 2012 T,
mpukaza PCTOK  Poccunt Ne 17 or 11 ¢espans 2013 r., mnpuKasa OCT2K
Poccuu Ne 21 ot 18 depans 2013 1., a TaKKe B COOTBETCTBHU C TPeOOBaHUAMH
Tloctanosnenus 1IpaBUTENBCTBA Poccutickoit Penepaliu Ne 687 «O06
yreepxacHnn [lomoxeHus 06 0COBEHHOCTAX 00PabOTKH MEPCOHATBHBIX TAHHbIX,
OCYIIECTBIAEMOH Ge3 WMCIOIb30BaHMS CPEACTB apromatmzarmuy. C3ITAH
BKJTIOUaeT OpraHW3allMOHHBIC ~ MEphl 1 TeXHHYeCKue CpeacTBa  3allHThbl

uHpopMalMu (B TOM 4HCIe i poBasbHbIC (KpHnTorpatpuuecme) CpencTBa,
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cpercTBa  MPefOTBPAILEHUs HeCAHKIMOHUPOBAHHOTO  jocTyna, — yTEIKH
propMaly [0 TEXHHYECKHM KaHajlaM, [IpOrpaMMHO-TEXHHYECKHIX BO37ENHCTBHH
Ha TeXHMUECKWe CpeAcTBa 00paboTKH [1/la), a TaKKe WCMONB3YCMbIC B
HH(OPMALMOHHON CHCTEME uHbOPMALIMOHHBIE TEXHOIOTHH.

D11 Mepbl [PH3BaHbl 00CCIEUHTE:

— KOH(DUJIEHIMATBHOCTD unbopmaun (3amuTa OT
HeCAHKIIMOHUPOBAHHOIO 03HAKOMIICHH);

— LeNoCTHOCTh MHGpOpMauuu (aKTyajabHOCTE H HETpOTUBOPEYNBOCTD
pHdopMalMu, ~ ee  3alMIIEHHOCTh  OT paspymieHus  H
HeCAHKIMOHUPOBAHHOTO M3MEHEHH);

— JIOCTYMHOCTb HH(pOpMALNH (BO3MOXHOCTb 3a IpHEMIEMOE BPEMA

MOJTY4UTh TpeOyeMy0 HHOOPMALIMOHHYIO YCIyTYy).

Craauu cosnanusa C3[1/1H BKIIOYAIOT:

— [peANpOEeKTHAs CTA[usA, BKIIOYAIOMast [peinpOEeKTHOE 00CNeN0BanHe
WUCIJIn, pa3paboTKy TEXHHHUECKOTO (4acTHOTO TEeXHUYIECKOTO)
3a/1aHUs Ha €€ CO31aHHuE,

— ¢Taaus MPOEKTUPOBAHM (pa3paboTKH MPOEKTOB) M peanu3alni Mep
samquTsl C3I1/1H;

— craads BBOAA B [IGHCTBHME C3I1/ln, BKIOUYAOMAs OMBITHYIO
SKCIUTYaTalMo ¥ MpHeMO-CIaTO HBIC HCIILITAHUS CPelCTB 3alUThHI
uHpOpPMALIUH, & TAKXKE OLUCHKY coorsercrsus C3I1/IH TpeOGOBaHHAM

6e30MacHOCTH HH(OPMALIKH.

OpraHu3alMOHHBIE Mepbl TpeyCMaTpHBAIOT co3maHue ¥ ToJIepxaHue
mpaBoBoil 0asbl 0e30MacHOCTH [[Jls u paspaboTKy (BBEACHHE B nencTBUE)
MpeyCcMOTPEHHBIX Monutukoif uHMOpPMALMOHHOH 0e30MacHOCTH NCTn

crenyounuyx oprai PIBE!U,HOHHO-pBCl’IOpﬂI{HTeHbHIﬂX JIOKYMEHTOB:
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_ Tlran MepompusTuii 1O OOCCHEYCHHIO 3ALTLI [Jln npu uX
obpadotke B UICIT/IH;

— TInan MepoNpHUATHH 1O KOHTPOJIIO obecrederusa 3amuThl [LIH;

— TlopsaoK pe3epBUPOBAHUA W BOCCTAHOBJICHHUA pa6oTtocrnocobHOCTH
TC u I10, 6a3 nanubix 1 C3U;

_ JloyKHOCTHAA HMHCTPYKLUS aIMUHKCTPAaTOpa UCIIJla B dHactd
o6ecriedenns 6ezonacnoctu TL/IH npu ux o6padoTke B UCITH;

— JloJDKHOCTHAs MHCTPYKLMS aIMUHICTPATOpa 6ezomnacuoctr MCITH;

— JlomKHOCTHas ~MHCTPYKLMA  MOJB30BATENA NUCITlu B 4acTH
o6ecrieuenus 6ezonacuocty [1JIH py uX o6paboTKe B UCI1n;

— VHcTpyKuus Ha clly4ail BOSHUKHOBEHHA BHEILITATHOM CUTYyaLINH;

— WHeTpyKuMs No pazMenieHuro, 060pyIOBaHUIO U OXpaHe TIOMeIleHHH,
r7e XpaHsTCs MepCoHabHbIE NaHHbIC, M0 XpPaHEHHIO MEePCOHATIBHBIX
JTAHHBIX Ha OYMaXHBIX HOCHTENAX M MOPALKY paGoTHl HCIIONHUTENEH

C MepcOHATbHBIMU TAHHBIMU Ha GyMaKHBIX HOCHTEJIAX HH(pOpMALiH.

TexHHUecKHe Mephl 3allUThbl PEaTu3yl0TesA MpH MOMOIIH COOTBETCTBYIOIIHX
MpPOrpaMMHO-TEXHUUECKUX CPE/ICTB H METOZ0B 3QLUTHL.
[lepeuens HEOOXOAMMBIX Mep 3alATEL pHbopMaluK OmNpenesAeTcs To

pesy/bTaTaM BHYTpEHHeH NPOBEPKH 6esomacuoct UCITIn ®TBOY BO JloHCKO#M
AY.
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2 3axauu C3I1/n

Ocuosuoii nensio C3M1/1H ABaAeTCS MUHIMU3ALNA yiep6a 0T BO3MOXHOH

peau3aLiyi yrpo3 6e30nacHoCTH [T/1x.

Jlnst HOCTHXKEHUS OCHOBHOM Ienmu crcTeMa Oe30macHOCTH T1/Is nomxHa

obecrieunBaTh 3PEKTUBHOE PEILICHAE CIEYFOIX 3a/at:

— 3amMTy OT BMEIIATENLCTBA B TMPOLECC yHKLHOHAPOBAHHA UCT11=

[I0CTOPOHHKX NIl (BO3MOKHOCTB ucrionbzosanus MCITda 1 gocTyn
K ee pecypcaM [OJDKHBI HMETh TOJBKO 3apernCcTPUPOBAHHbIE
YCTAHOBJIEHHBIM MOPAAKOM TIONB30BATENIN);
pasrpaHdueHne J0CTyna 3aperucTPUPOBAHHBIX ronb3oBarened K
aTIrapaTHBIM, IPOTPAMMHBIM H nHGOPMAaLMOHHBIM pecypcaM UCI/n
(BO3MOMKHOCTb JI0CTYNa TOJBKO K TEM pecypcam U BBITIOJHEHHA
TONBKO TeX orepaluil ¢ HUMH, KOTOPBIC HeoOX0AMMBl KOHKPETHBIM
nonssopatensM  WICTI[[H  fanms  BbIIONHEHHA CBOMX cyKeOHBIX
00SI3aHHOCTEM ), TO €CTh 3aINATY OT HecaHKIMOHHPOBAHHOTO J0CTYIIa.

a) K uHGOPMALUH, UPKYTUPYIOLIeH B NCT1H;

0) cpexncTBam BBIYUCIUTEILHON TEXHUKHA UCITIH;

B) anmnapaTHBIM, MPOrPaMMHBIM H KpUITOrpapuieckuM

cpejicTBaM 3aLlHThI, UCIT0/Ib3YEMBIM B UCT1/IH;

perucTpauuio  AeicTBui nonp3oBaTenell  MpU  MCMOJIB30BAHMA
sanmmaempix  pecypcos  VICII[le B CHCTEMHBIX KypHaJiax H
IePUOMYECKHI KOHTPOIb KOPPEKTHOCTH JeiicTBUil MOJIB30BATENEH
cUCTeMbI TyTeM aHaJu3a COAePKUMOro ITHX JKypHaJIOB;
KOHTPOJIb  LEJOCTHOCTH (oGecrnieueHue HEH3MEHHOCTH)  CPE/IbI
MCTIONHEHHS IPOTPAaMM U ee BOCCTAaHOB/ICHNE B CTyHac HapyILIeHHUS;
3alUTy OT HeCAHKIIMOHUPOBAHHO MozIMpuKaly 1 KOHTPOJD

[1eJIOCTHOCTH HCMOJb3YeMBIX B UCTIJIH nporpaMMHBIX CpPe/CTB, 2
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TaKKe 3alIMTy CHUCTeMbl OT BHEIPEHWs HECAaHKUMOHMPOBAHHBIX
[Iporpamm,

3amuty [1JIH OT yTeuKH 0 TEXHUYECKMM KaHajlaM Py ee oOpaboTke,
XpaHEeHHUH U Iepejaye 1o KaHajlaM CBA3H,

saumry [1J{H, XpaHuMoii, 0OpaGarbiBaeMOd W nepe/laBaeMou 1o
KaHajJaM CBf3d, OT HECaHKUHOHUPOBAHHOTO pasrialeHns WA
UCKAKEHUS,

obecrieuenne HKUBYYECTH KPUIITOrpauuecKux CpeJCcTB 3allinTel
nH(OPMAIIHHY TTPH KOMITPOMETAIIMHU JacTH KII0YeBOH CHCTEMB;
CBOGBPEMEHHOE BbISBIEHHE HCTOYHUKOB yrpo3 0e30nacHOCTH 1/,
NMpUYMH W  YCJIOBHH, CIOCOOCTBYIOIIMX — HAHECCHMIO yuiepba
cyObekram [1/1H, co3nanue MEXaHH3Ma OMEPATHBHOTrO pearnpoBaHii
Ha yrpossl 6esonacHoctu I1/IH 1 HeraTHBHBIC TEHACHIAH,

co37aHue yCJOBUA U MMHAMM3ALKMH M JIOKalIH3alHH HAHOCHMOTO
yiep6a HelmpaBOMePHBIMU JIeHCTBUAMH (U3MYEeCKUX U FOPHINISCKUX
JHIL, OcjabIeHue HeraTUBHOIO BIMSHUS U JIMKBHIALMA MOCIEACTBHH
HapyLeHus 6ezonacHocTy [T/1H;

o6opyaoBaHHe W OXPaHa MOMELIEHHH, Ile XPaHsATCs MepCOHANbHBIC
NaHHBIE;

COBMIOICHUE TOpAAKa XpaHEHWs [EPCOHANBHBIX —JAHHBIX — HA
OyMaXKHBIX HOCUTEJIAX;

coGIofeHre TOpSJKA XpaHeHHs KIoYed OT TMOMEUIeHHH rae
xpanstes [1/1H Ha Oy MaXKHBIX HOCHTEIISX;

cobniofeHue mopsaaKa paboThl MCIOJHMTENed ¢ MNEePCOHANbLHBIMH

JIaHHBIMHI Ha 6YMaXHBIX HOCUTEAX HHHOPMALIUH.
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3 O0BLEKTHI 3alIUThI

[MepeuyeHb HHGOPMALHOHHBIX CHCTEM
B ®I'BOY BO Jlouckoit TAY mpousBogurcs 06paboTKa MEpPCOHANBHBIX

NaHHBIX B HHpOpPManMoOHHOH cucTeMe 00paboTKH TNepCOHATBHBIX IaHHBIX
(UCIIR).
Ilepeuens MCIIJIH ompexensercs B NpOLECCE paloThl KOMHCCHH, IO

WTOram padoT KOTOPOH COCTaBIIsSeTCs aKT knaccudukaumn UCITIH.

IMepeveHb 00HLEKTOB 3a1HThI
O6BeKTaMH 3l ThI ABISIOTCS — MH(OopMalus, obpabareiBacvas B HUCIT1H,

M TexHHYecKHe CpeicTsa e 00paboTkM M 3alwThl. CrUCOK [EPCOHANBHBIX
NAHHBIX, TIOJUIEXKAIIUe 3aluTe, omnpenened B Ilepedre NepcoHanbHLIX NAHHBIX,
noaexamux 3ammre B UCITL
OOBEKTHI 3aLUTHl BKIIOYAIOT:
1. OGpabatbiBaeMas HHPOpPMALHA.
TexHonornyeckas UHGOpMALIHSL.
ITporpaMMHO-TEXHUYECKHE CPEACTBA 00pabOTKH.

2

3

4. Cpencrsa 3ammtsl [T/1H.

5. Kanains! nHhOpMAIHOHHOIO 00OMeHa i TeIeKOMMYHHKALUH.
6

O0OBexThl M IOoMelleHUsd, B KOTOPbIX pasMEIICHBI KOMITOHEHTEI

WCT1/Tx.



4 Knaccndpnkanns noanzopateneii UCIIn

[Monbzosarenem  MCII/H qBISeTCS  JULIO,  y4acTBYIOIICEC B

dyHKIMOHHPOBAHAH HHGOPMAIMOHHOH CHCTEMBI NEPCOHANIBHBIX AAHHBIX HIH

UCTIONIB3YIOIleE pe3ylibTaThl €€ dynkiuonuposanus. llonb3osareseM HCIIIn

gpnstercs Jo6oit corpyannk PI'BOY BO [lonckow TAY, UMeoIui J0CTyl K

UCIIa u ee pecypcaM B COOTBETCTBHM C yCTaHOBJICHHBIM MOpAJIKOM, B

COOTBETCTBHM ¢ €ro hYHKLUHOHATBHBIMH 00S3aHHOCTAMH.

[Tonb3osatenu UCI1/IH aensTcs HA TPU OCHOBHBIE KATETOPHU:

AIMHHACTPATOp MHGOPMALIMOHHOW O0€30MaCHOCTH.

Cotpynnuku ®IBOY BO JloHckoi [AY, KOTOpHIE 3aHUMAIOTCSH HACTPOUKOH,

BHEJ[PEHUEM ¥ CONpPOBOXKACHHEM CHCTEM 6esonacuoctd. Anmunuctpatop b

061agaeT CIeayUIMM YPOBHEM AOCTYTIA!

—

o6namaer monHOW WHGoOpMauueil O CHCTEMHOM U TIpUKJIALHOM
nporpammuom obecnieuennr HCIIIH;

o6nanaer TonHOM uH(oOpMalMed O TEXHUYECKHX CpelACTBax H
xoudurypanuu UCITIH;

MMeeT JOCTYN KO BCeM TEXHUYECKHM CPeACTBaM obOpaboTku
nudopmaimn 1 AauHbM UCTTIH;

He oOnazaeT mpaBaMH KOHGMHUIypHPOBAaHUA M aJIMUHMCTPATHBHOM
HACTPONKH TEXHHYSCKUX CPEICTB NCTIH.

Axmunucrparop UCTIIH.

CoTpyIHHKH ®Ir'BOY BO Jlouckoit ['AY, KoTopble 3aHAMAIOTCA

COIIPOBOYXK/IEHUEM IPOTPAMMHOTO 0DECTIEIeHHS.

Anmunucrparop UCTTIH obianaeT cleayIoUM YPOBHEM I0CTYIa:

o61anaer unpopmalmeil 00 anropuT™Max M Mporpammax 06paboTKH
uadopmaunu va UCI1/1H;
061anaeT BO3MOKHOCTSAMHI BHECEHHA OLIMOOK, HEAEKITapHPOBAHHBIX

BO3MOKHOCTEH, porpaMMHBIX 3aKJagoK, Bpe,}IOHOCHbIX nporpamMmm B
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nporpammuoe obecneuenve VCII[lH Ha cTajnu ee pa3paboTKH,
BHEJPEHHS U COIIPOBOXKIEHMS;

— MOXeT pacroiaraTb JIOOBIMH  (parMeHTamu uHpopMaLMd 0
tomonorun VCTI/IH 1 TeXHUYECKUX cpeacTBax 00pabOTKH M 3alUTHI
I1)11, o6pabarsiBaembix B UCTI/TH;

— ofmamaer mnpaBaMH KOH(GHIYpUPOBaHHA U a[IMAHUCTPATHBHOM

nacrpoitku Texnuuecknx cpeacts UCI/IH.
Onepatop UCTT/IH.
Cotpymuuku nonpasnenesunii @I'LOY BO Jlorckont ['AY yuacTBYIOIMIKX B

mponecce skcmyaranun VICIIa. Onepatop UCI1[Jn obnanaer cienylomuM
YPOBHEM JIOCTyTIA:
_ o6najaeT BCeMH HeoOXoaMMBIMK aTpuOyTamu (HarpuMep, maponem),
0GeCIeYHBAIOIIMMHU JOCTYTI K HeKOTopoMy rmoaMHoxkecTBy LIJIH;
— pacronaraeT KOHGHIEHUHATEHBIMU JIAHHBIMH, K KOTOPBIM HUMeeT

JIOCTYIL
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5 OcHOBHbIE IPHHIHIILI MOCTPOEHHS CHCTEMBI KOMILJIe KCHOH 3aIHTHI
uH$popMaHU

TTocTpoenue cucTeMbl obecreyeHnsl 6esomachocty 11JIn UCIIn ®I'BOY

BO Jlouckoii TAY ¥ ee (yHKIMOHMpOBaHWE JOMKHbI OCYMICCTBIATHCA B
COOTBETCTBHH €O C/EAYIOIMMHA OCHOBHBIMH NPUHLIMITAMH:

— 3aKOHHOCTb,

— CHCTEMHOCTb,

— KOMILIEKCHOCTD;

— HEMNpPepbIBHOCTE;

— CBOEBPEMEHHOCTD;

— TPeeMCTBEHHOCTb ¥ HeIPEPhIBHOCTD COBEpIIEHCTBOBAHNS;

— mepcoHabHAs OTBETCTBEHHOCTD;

— MUHMMH3ALUS TOTHOMOYMIA,

— B3aMMOJICHCTBHE U COTPYIHUYECTBO;

— ru0OKOCTh CHCTEMbI 3aLIUTHI;

— OTKpBITOCTb AITOPMTMOB 1 MEXAHNU3MOB 3aLUTEL,

— MpOCTOTA MPUMEHEHHs CPEACTB 3ALUHTEL,

— Hay4Has 000CHOBAHHOCTb M TEXHUICCKAs peai3yeMOCTh;

— crenmanu3aius ¥ npoheccuoHaIu3M;

— 00s3aTeIbHOCTD KOHTPOJIA.

3aKOHHOCTH
IlpeanonaraeT OCYLIECTBICHHUE 3aIATHBIX MEPOTPHUATHH U pa3paboTKy

C3[Jlu ®I'BOY BO Jlowckoit FTAY B COOTBETCTBHM C JIEUCTBYIOIIMM
saKoHOIATe bCTBOM B oOnactu 3amuThl [1J1H ¥ Apyrux HOPMAaTHBHBIX aKToOB 110
Ge30macHOCTH MHPOPMALMH, YTBEPHKACHHBIX OpraHaMi rocyapcTBEHHO# BIACTH

H ynpaBneHm B npe;lenax X KOMTETCHIHMH.
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Monbsosatenu u obcayxkuparoumii nepconan [1In UCTIn ®I'BOY BO
Jlonckoit TAY nomikHbl 6bITE 0CBEIOMIEHBI O MOpsiKe paboThl ¢ 3allUIaeMOH

nHbopMalield 1 06 OTBETCTBEHHOCTH 38 HAPYIICHHE MOPSAIKA 3aLIUThI [T/1H.

CucremMHOCTD
Cucremustii moxxon k nocrpoermio C3I1n ®TBOY BO Jlowckoit [AY

npearnojiaraeT - yueT BCeX  B3aUMOCBA3aHHBIX, B3aHMOHGﬁCTBYIOU.IHX H

M3MEHSIONMXCS BO BDEMEHH OJIEMEHTOB, YCIOBHH U (DaKTOPOB, CYIIECTBEHHO
JHAYMMBIX UIS NMOHMMAHWSI M PElIeHHs MpodJeMbl o0ecnedeHus 0e30MacHOCTH
s UCTT[Ila ®T'BOY BO Jlonckoit TAY.

[Tpy CO3laHMK CHCTEMbl 3AIUMTbl JOJDKHBI YIHTHIBATHCS BCE cnabpie 1
Haubosee VYsS3BUMbIE MeCTa CHCTEMbI obpabotkn [1/lH, a TaKxe XapakTep,
BO3MOXHBIE 0OBEKTH! M HAIPABJICHUA aTaK Ha CUCTEMY CO CTOPOHBI HapyIIUTENEH
(ocobenHo BbICOKOKBATM(PULIMPOBAHHbIX 310YMBILITICHHHKOB), My TH
IPOHUKHOBEHUS B PACHpe]eeHHBIC CHCTECMBI U HCJI x undopmauuu. Cucrema
3aIIMTHI JIO/DKHA CTPOUTBCS C YYeTOM HE TOJNBKO BCEX HM3BECTHBIX KaHailoB
npouukHoserust 1 HCJI k uHpopMainy, HO U C y4CTOM BOIMOMKHOCTH MOSBIIEHUS
NPUHIAMKATILHO HOBBIX ITyTeH peanu3alny yrpo3 He30macHOCTH.

KomnaekcHoOCTb
KoMIIJIeKCHOe MCMONb30BaHHe METOIO0B M CPEJCTB 3aUUTHI NMPeAnoraract

COTNACcOBAHHOE MPUMEHEHHEe PA3HOPOIHBIX CPEICTB MPH [OCTPOCHUH IENIOCTHOM
CHCTEMbl 3ALUMTHI, TEpeKphIBAOLIel BCE CYLIECTBEHHBIC (3HAUMMBIE) KaHaJbl
peanM3alldM yrpo3 M He CoAepxalle cmabbix MeCT Ha CTBIKaX OTJACIBHBEIX €€
KOMITOHEHTOB.

JampTa J0MKHA CTPOMTBCA SIIETOHUPoBaHO. Jliis Kaka10ro KaHama yTeHKH
uHpOpMALMA W ATA KaKIAOH yrposbl 6e30MacHOCTH IODKHO CYLISCTBOBATDH
HECKOJIbKO 3alIATHEIX pyOexei. Co3faHue 3alUTHBIX py6eixel oCyIIeCTBAAETCS C
YYETOM TOr0, 4TOOBI ANS MX TPEOZOJIEHUS TIOTCHIMATEHOMY 3710YMBILIIEHHUKY
TpeboBanuch MpodeccHoHanbHble HABBIKM B HECKOIBKHX HEB3aMMOCBA3AHHBIX

o0OacTsix.
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Buemmsis 3amura gomkna obecrieunBarbes (HM3MYECKUMH CpPEICTBAMM,
OpraHU3aLMOHHBIMH U MPaBoBbIMA Mepamu. OnHMM U3 Haubonee yKpenjeHHBIX
pybesxeii mpussakbl GbiTh CPeACTBA KPUNITOTPA(UUECKO 3a1IUTEI, peaTu30BaHHbIe
¢ ucnomb3oBaHueM TexHodsoruu VPN, [lpuknagnol ypoBeHb  3auuThl,
YUYHTBIBAIOIIUA OCOOEHHOCTH MpEeIMETHOH OOIacTH, MPEACTAB/IAET BHYTPEHHH

pyOex 3aIuTEI.

HenpepeiBHocTh 3amutsl I/1H
3ammra I1/]JlH — He pa3oBoe MeponpusiTHe U He MpoCTas COBOKYIHOCTb

NMPOBEIEHHBIX MEPONPUATHI U YCTAHOBIEHHBIX CPEJICTB 3aILUTHI, 4 HEMPEPLIBHLIN
LeJieHalIpaB/IeHHbIA [IpOlece, IPeANoaraloliMidi MNpPUHATHE COOTBETCTBYIOIIMX
Mep Ha Bcex sranax kuzHeHHoro uukiaa UCIT/IH.

WCTI/IH [ODKHBI HaXOQUTHCS B 3ALMIIEHHOM COCTOSHHH HA MPOTSDKEHUU
BCEro BpeMeHU UX (QYHKUUOHUPOBAHUSA. B COOTBETCTBMM C 3THM MNPUHIUIIOM
JIO/DKHBl  [IPUHUMAThCS Mepbl 1o HemonyileHuto rnepexoga MWCITJn B
He3alMIleHHOE COCTOSHHUE.

BONBIIMHCTBY (U3HYECKMX M TEXHHYECKHX CpeACTB 3alUThl Ul
9} (heKTUBHOTO  BHIMOJHEHHS CBOUX (yHKIMH HeoOXoAMMa  IOCTOSIHHASA
TeXHHYecKas U OpraHu3anuoHHas (aZIMUHHACTpaTHBHAS) nojAeprKKa
(cBOoeBpemMeHHass cMeHa U oOecrieueHue MPABHUIBLHOTO XpPaHEHHsS] U MPUMEHEHUS
HUMEH, maposiel, Kiouel WuhpoBaHus, nepeonpeeseHlHe MOTHOMOUYMUN U T.IL).
IlepepoiBer B pabGore cpeacTB  3alMTBl  MOTYT OBITb  HCIIOJIbL30BaHBI
3JIOYMBILVIEHHUKAMH U1l aHa/IU3a IPUMEHAEMbIX METOAOB M CPEACTB 3alIUTHI,
JU1sl BHE/IPSHHUSA CTICLHATbHBIX MPOrPaMMHbBIX M arfapaTHbIX "3aKkaafok" U APYTHX
CPEICTB  NpEONOJIEHHs  CHCTEMBbI  3alllMThl  IIOCHAE  BOCCTAHOBJICHUA €€

(bYyHKIIHOHUPOBAHHUA.

CBoeBpeMeHHOCTh
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[Npennonaraet ynpeskaaroluii xapakrep mep obecrniedenus 0e30MacHOCTH
[T1H, To ecTh NMOCTAHOBKY 3ajay 1o komriekcHoi 3amure UCTIIH u peanusanmio
Mep obecreuenns GesornacHocTu [1/IH Ha paHHuX cTaausx paspaborku UCI1IH B
LIeTIOM ¥ €¢ CHCTeMBbI 3allUTHl HH(OpMaIiH, B 4aCTHOCTH.

PaspaboTka cHCTEMBI 3alIMThI JOKHA BECTHCH NapajIebHO ¢ pa3paboTKoM
¥ pa3BUTHEM CaMOM 3alIMIIAEMOM CHCTeMbl. DTO IMO3BOIMT Y4eCTh TPEOOBAHUA
Oe30macHOCTH NpU NPOEKTUPOBAHMM APXMUTEKTYPbI M, B KOHEYHOM CHETE, CO3/1aTh
Gonee a(dexTuBHBIE (KaK IO 3aTpaTtaM pecypcoB, Tak M [0 CTOHKOCTH)
3alULIEHHbIE CUCTEMBI.

HPEEMCTBBHHUCTI:- H COBEpPIIEHCTBOBAHHE
HPEHHOHEIF&I'OT NMOCTOSSHHOE COBEPIICHCTBOBAHHE MEP H CPEACTB 3allMTHI

uH(OpMALIUM HA OCHOBE IPEeMCTBEHHOCTH OPraHM3alMOHHBEIX M TEXHUYECKHX
pelleHHii, KaJpoBOro cocTaBa, aHanmiza ¢yHkiuonupopanus WCIIIn u ee
CHUCTEMBI 3AlUTEI C YYETOM H3MEHEHHH B MeToJax M CpeJcTBax NepexBata
undopMaluu, HOPMATHBHBIX  TpeboBaHWM MO  3aulMre,  JOCTUTHYTOrO
OTE€YECTBEHHOTO U 3apy0eiKHOro ONbITa B 3TOH 00JIaCTH.

IlepconanbHasi OTBETCTBEHHOCTH
[Ipennonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecrneyeHue

oesomacHoctu I1JlH u cmcrembl HX 00paGoTKH Ha Kakaoro COTPYAHHKA B
Ipeenax ero MmojJHOMOYHH. B COOTBETCTBHH ¢ 3TUM MPHHLIHIIOM pacmpee/eHne
npaB U 00A3aHHOCTEH COTPYIHHUKOB CTPOHTCS TaKMM 00pa3om, 4TOObI B Ciydae
11000r0 HapylleHWss KpYyT BHHOBHHUKOB ObIT HETKO HM3BECTEH HIIH CBEIGH K

MHHHMYMY.
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[IpuHIMn MUHHMH3AIMH TIOJTHOMOYHH
O3HavaeT NMpefocTaBleHHe M0Jb30BaTe M MUHUMAIBHAIX NIPaB J10CTyIa B

COOTBETCTBHH C HpOHf}BOHCTBEHHOﬁ HGO6XOHHMDCTBI{), Ha OCHOBE IPHHIHUIA «BCE,
YTO HE Pa3peLieHo, 3arpeLieHoN.

HocTtyn k I1JIH [omkeH NpeaocTaBiiTbea TOJBKO B TOM cCiiydac H ob0beme,
ecId 9TO HEOOXOAMMO COTPYAHHMKY JJIA BBINOJIHEHNA €ro JOKHOCTHBIX

o0s13aHHOCTEH.

BizaumojeiicTBHE H COTPY/IHHYECTBO
[IpenmonaraeT co3jaHWe ONAroNpHATHON aTMOcepbl B KOJUIEKTHBAX

rnoapasaeneHui, obecrnednsaommx AesreabHocTs MCIIH ®I'BOY BO [loHcKOH
TCAY, Juii CHHKEHHs BEPOATHOCTH BO3HHKHOBEHMS HEraTHBHBIX neiicTBUM
CBSI3aHHbBIX C YEJIOBEYECKUM (PaKTOPOM.

B takoil 0OCTAHOBKE COTPYAHMKM JOJUKHBI OCO3HAHHO COONIONATH
YCTAHOBJIEHHblE ~IPABHIA M  OKasplBaTh  CONGHCTBME B JACATEJILHOCTH
Tmopas/eNieHnii TEXHUYeCKOM 3anThl HHpOpMaLHH.

T'udxocth cucrembl 3amuTsl [1IH
TlpunaTHle Mepbl W yCTAHOBICHHBIC CPEICTBA 3alUHTHL, ocobeHHO B

HavabHbIH NEPHOJL MX SKCIUTYaTallkH, MOTYT 00ecredHBaTh KaK ype3MepHbIii, TaK
M HeJOCTATOUHBIA ypoBeHb 3amuTel. Jlia  obecrieyeHHA  BO3MOXKHOCTH
BAapEUPOBAHHUS YPOBHEM 3alMIIEHHOCTH, CPEACTBA 3ALIATBI JOJIKHEL 06n1a1aTh
orpeeneHHol ruGKocTs0. OCOGEHHO BAKHBIM ITO CBOWCTBO ABIACTCA B TEX
Cclyyasx, KOIjla YCTAHOBKY CPEICTB 3allUThl HEOOXOMMMO OCYLIECTBIATE HA
paGoTAalOMyl0 ~ CHCTeMy, He  Hapyuas  rpouecca  ¢¢  HOPMAIBHOIO
dYHKLHOHUPOBAHUSL.

OTKPBITDCTB AJNTroOpuUTMOB H MEXAHHU3MOB 3alIHTDI
C}’Tb MPHHILATE OTKPBITOCTH aJTOPUTMOB U MEXaHU3MOB 3alllUThl COCTOHUT B

TOM, YTO 3aI(MTA He OJUKHA OOecreyuBaThCs TOJIBKO 33 CYET CEKpeTHOCTH
CTPYKTYpHOH OpraHM3alliM M aIrOpUTMOB (YHKUMOHWPOBAHMA €€ MOJICHCTEM.

3HaHue AJITOPHTMOB pa6OTBI CHUCTEMBI 3allMTHEl HE J0JKHO daBaTb BO3MOKHOCTH
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ee mpeozoneHus (naxe aBropam). OJHAKO, 3TO HE O3HAYAET, YTO HHPOPMALHA O
KOHKPETHOM CHCTEME 3aIIUThI JO/KHA ObITh 00Ie10CTyIHA.
IIpocToTa NpHMEHeHHs CPeICTB 3aIHThbI

MexaHi3Mbl 3alUThl JODKHBI OBITh MHTYUTHBHO MOHATHBI W MPOCTHI B
MCroNb30BaHUK. [IpUMeHeHHe CPEACTB 3allUThl HE JO/KHO ObITh CBS3aHO CO
3HAHWEM CHEeLMANbHBIX S3BIKOB HIM C BBIMOJIHCHHEM JEHCTBHH, TpeOyromux
SHAYNTENbLHBIX  JIOTNONHHWTENbLHBIX  Tpyao3atpar mpu  oObiyHOW  pabore
3apervCTPUPOBAHHBIX YCTAHOBIEHHBIM TOPSIKOM [OJb30BaTENCH, @ TaKKe HE
JIOJKHO TpeGoBaTh OT I10/IB30BATENs BLITIOTHEHUS PYTHHHbIX MANONOHATHBIX €My
orepalyi (BBOZ HECKOJILKUX MAposield U UMEH U T

JlomkHa JOCTHTaTbCsl ABTOMATH3aLMs MaKCHUMAIbHOIO 4Hucia neicTBuH

nonb3oBarenei 1 anmuHucTpatopoB MCIIIH.

Hayuynas 060CHOBAHHOCTEL M TEXHHYECKAS PeaH3yeMocThb
NHdOopMalMOHHbIE TEXHOIOTHH, TEXHHYECKHE M MPOrpaMMHbIE CPEJCTBA,

CpeiCTBA ¥ Mepbl 3allMThl HMH(OPMALHK JOJIKHEI OBITh peanu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHs HayKH M TEXHHMKH, HAy1HO 000CHOBAHBI C TOUKH
3peHUs] JOCTWKEHUs 3aJaHHOrO YPOBHA 0e30nacHOCTH UH(OPMALUU U JAOJIKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpPMaM H TpeOOBaHHAM IO 0e30MacHOCTH
T1J1H.

C3I1/1H gomkHA ObiTh OPUEHTUPOBAHA Ha PEIICHHUA, BOSMOKHBIC PHCKH JUTA
KOTOpPBIX W Mepbl MPOTHBOACHCTBHA 3TUM pHUCKaM MpOIIH BCECTOPOHHIOIO
TEOpEeTUYECKYIO ¥ MPaKTHYECKYIO IIPOBEPKY .

Cnenuaju3anus 1 nNpodecCHOHATHIM
[Ipeamnonaraer npuBliedeHne K pa3paboTke CPEiCTB M pealu3alldd MEp

samuTel  uHpopManuM  CHeNManu3upOBaHHbIX opraHusaunid, Haubonee
MOArOTOBJIEHHLIX K KOHKPETHOMY BHIy [JCATEIBHOCTH IO o0ecreyeHnIo
Gesonacuocty T1J[H, MMEIOIINX OMBIT MPaKTHYECKOM paboThl U rOCYIapCTBEHHYIO
JHIEH3HIO HA TpaBo OKasaHWs yclayr B OTOH obnactn. Peamnsanus

aIMHHHCTPAaTUBHBIX Mep Hu IKCITYyaTaluA CpEIcTB 3aIUTBI IOTKHA



OCYLIECTBIATECS MPOPECCHOHAIBHO MOATOTOBIEHHBIMH CIIEIUATHCTaMH OI'e0OY

BO Jlonckoit [AY.

0653aTeILHOCTE KOHTPOJISI
[Tpennonaraer 003aTeNbHOCT W CBOEBPEMEHHOCTb  BRIABICHHA 1

TMpecedyeHusl MOMBITOK —HApyLICHMA YCTAHOBJICHHBIX —TPABII obecrieyeHnus
Gesonacuoctd IIJlH Ha OCHOBE WCIIONB3YEMBIX CHCTEM M CPEICTB 3alUTHI
MH(GOPMAIMK TIPM  COBEPUICHCTBOBAHWM  KpUTEpMEB M METOJOB  OLCHKH
3¢ (HEeKTUBHOCTH 3TUX CHCTEM H CPE/ICTB.

KOHTpONb 3a NEATENbHOCTHIO JIOGOro MONB30BATENs, KaM/0ro CpEeACTBa
3ALIATEl ¥ B OTHOLICHHH TI06OT0 0OBLEKTa 3aliUThl JOJDKEH OCYIICCTBIATHLCH Ha
OCHOBE NPUMEHEHHA CPCICTB ONEPATHBHOI0 KOHTPOJIS M PerucTpalii 1 A0JUKCH
OXBATHIBATh KaK HECAHKIMOHADOBAHHBIE, TAK W CAHKIMOHUPOBAHHbIC NCHCTBUA

MoJIb30BaTeNeH.
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6 Mepsbl, MeTOABI H CpefcTBa obecnedeHus TpedyeMoro ypoBHs
32 UHIIEHHOCTH

O0ecneuenue TpedyeMOro ypoBHs 3al[UIIEHHOCTH JOKHOCTH JOCTUTATHCA
C HCIONb30BAHMEM Mep, METOIOB M CpeicTB OesomacHoctH. Bce Mepwl
ob6ecnevenus 6esonacioct UCILIH nonpasaensrorces Ha:
— 3aKOHOJATeJbHbIE (TIPABOBbIE),
— MOpajbHO-ITHYECKHE,
— OpraHu3alnOHHbIE (aIMUHHCTPATHBHbIE);
— (PuU3MyecKue;

— TexHMYecKue (armapaTHbie U IPOrPaMMHbIE).

3akoHoaTeNbHBIE (IPABOBbIE) MePbI 3A U ThI
K TIpaBOBEIM MepaM 3allUThl OTHOCATCS NEHCTBYIOIIME B CTPAHC 3aKOHEL,

yKasbl 1 HOPMATUBHbLIE AKThl, PEriaMeHTUPYIOLINE MpaBuiia obpamenus ¢ [1/1H,
3aKpeILIAIOlIUe NPaBa U 00S3aHHOCTH YYaCTHUKOB MH(OPMALHOHHbIX OTHOIIEHHH
B rmpolecce ee 0OpaGOTKM M MCMOJNB30BAHUS, a TaKkKe YCTaHABIHMBAIOLIHEC
OTBETCTBEHHOCTh 33 HApPYLIEHMs JSTHX IPaBuil, MPEMniTCTBYA TEM CaMbIM
HENpPABOMEPHOMY Hcronb3oBanHuto [IJ[H M sBASIOWIMECH  CACPKHMBAIOLIAM
baKkTOPOM /I IOTEHINAIBHBIX HAPYIIHUTENIEeH.

[lpaBoBbie  Mepbl  3allMTBl  HOCAT B OCHOBHOM YIIPEK AU H,
npodUIaKTHIECKHI XapaKkTep ¥ TPeOYIOT MOCTOSHHOM pasbACHUTEIBHON paboThI ¢
M0JIL30BATEIAMH U 00CTYKUBAIOLIUM IIEPCOHAIOM CUCTEMBI.

Mopa/ibHO-3THYECKHe MephI 32 LU UThI
K MopanbHO-3THYECKHM MepaM OTHOCATCS HOPMBI MOBEICHHS, KOTOPBIC

TPAJAMIIHOHHO CIOKUINCH WM CK/IAJBIBAIOTCA 110 MEpEe pacnpoCTPaAHEHN 2BM B
ctpae unM obuiecTBe. OJTH HOpPMBI OOJNBIIEH HACTBIO HE  SABIIOTCA
00s3aTeNbHBIMMA, KAaK 3aKOHOJATENBbHO YTBEP)KISHHbIE HOPMATHBHBIC aKThI,
OIHAKO, MX HecoOmoaeHHe BeJeT OOBIUHO K MafeHWI0 aBTOpHUTETa, NpeCTHMA

yesioBeKa, FPYINbI JAIl WK OpraHH3anud. MopanbHO-3THYeCKHe HOPMBI ObIBaIOT
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KaK HemnucaHble (HarpuMep, oOLienprU3HaHHEIE HOPMbI YECTHOCTH, MATPHOTH3MA H
T.[.), TAK U THCAHBIE, TO €CThH OOPMISHHBIE B HEKOTOPBIA CBOJ (yCTaB) MpaBuIl
UJIH MPEeaNUCcCaHmH.

MopanbHo-3THYeCKHE MEpbl 3AIIUTH ABIAIOTCS MPOMUTAKTHUECKUMH |
TpeOyIOT MOCTOSAHHONW PaboThl MO CO3JaHMIO 310POBOTO MOPAIBHOTO KIHUMAaTa B
KOJUTEKTHBAX ToJpasjeneHuil. MopanbHO-9THYECKHE Mepbl 3allUTHl CHHIKAIOT

BEPOSATHOCTH BO3HUKHOBEHUS HETATHBHBIX JNefcTBUIM CBSI3aHHbBIX C YE€JIOBEYECKHM

(haKTOPOM.
Oprauu3aunoHHbIe (AAMHHHCTPATHBHbBIE) MEPbI 3AIIHTHI
OpranusanuoHHble (aAMUHUCTPATUBHBIE) MEpBI 3QIUUTEI - 3TO MEpbI
OpraHu3alHOHHOI0O XapakTepa, periaMeHTUpPYIOLIHe IIPOLECCHI

dynkuuonuposanus MCI1/lH, ucnons3oBanue pecypcos MCILIH, nesTenbHOCTD
0GCITy)KHBAIOIIETO MePCOHANa, a TAKKe MOPSI0K B3aUMOJIeicTBUS M0JIb30BaTe/ICH
¢ UCIIJIz takuMm oOpasoM, 4yToObl B HauOOJBINEH CTEMEHU 3aTPYAHUTH HITH
HCKJTIOYUTD BO3MOKHOCTH Pealn3aliy yrpo3 0€301MacHOCTH MM CHU3UThL PasMep
NOTepPb B CIIyYae MX pealn3allyu.

[naBHasi Ie7b aAMHHHCTPATUBHBIX Mep — cdopmuposars IlonuTuKy
unpopmaimorHoi GesoracHocTH I1JIH (oTpaxaromiyio TMOIXOIbl K 3allMTe
uHbopMaLun) B 06eCreUnTh e¢ BBIOIHEHHE, BB/ HEOOXOUMbIE PeCypPCHl H
KOHTPOJIHPYS COCTOSTHHE JI€L.

Peanmsaumsa [lomatrkn uH(GopMauuonHok Gezomacuoctu [T B UCIIH
COCTOAT U3 Mep aAMHHHCTPAaTHBHOIO YPOBHS H OPraHH3ALMOHHBIX (IIPOLIEyPHEIX)
Mep 3allUThl HHPOPMAaLIHH.

K aaMHHHCTPaTMBHOMY YPOBHIO OTHOCATCA PpeLIeHHS pPYKOBO/JCTBA,
sarparusatoume nestensiocts UCITIH B nenom. DTH pelreHus 3akpernisiores B
Monutrke uHbOPMAIMOHHO# Ge3omacHOCTH. TIpHMMEpOM TaKUX pemIeHHH MOryT

OBITH:
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NpUHSTHE peleHns 0 GOPMUPOBAHUYU UJIH NIEPECMOTPE KOMILIEKCHOH
nporpamMmbl  obecriedennst  GesomacnHoctu  II/IH, omnpenenexue

OTBETCTBEHHBIX 34 €€ pean3alHio,
(GopmynupoBaHue  lesed, [OCTaHOBKAa  3a1ad4,  ONpe/eNeHHe
HaIpaBJIeHUH e TeIbHOCTH B 06acTu 6e301macHOCTH [T)1H;

NPHHATHE PELICHHH II0 BOMPOCAaM  pealu3aluid  IPOrpaMMBbI
Ge30MmacHOCTH, KOTOphle pacecMarpusaioTcst Ha yposHe @I'BOY BO

Jouckoii [AY B uenowm;

obecrieyeHne  HOpMaTuUBHOW  (rpaBoBO¥)  Oasel  BONPOCOB

0e30MacHOCTH U T.IN.

[MonMTHKa BEPXHEro YPOBHs [JOJDKHA HYETKO OYEPTHTH C(epy BIHAHHMA H

OrpaHdyeHUs Tpu onpeneiaeHun nenedt 6ezonacHoctu [1/IH, onpeaenuTh KaKUMH

pecypcamu (MaTepuasibHble, [EPCOHAN) OHM OyayT MOCTUTHYTBI W HAHTH

pa3yMHbI#

KOMIIPOMMCC ~MEXIy NPHEMIEMBIM YPOBHEM 0€30MaCHOCTH |

dyukuuonansHocTho UCTT/IH.

Ha opraHu3alldOHHOM YPOBHE OINpPENEIsIOTCA MPOLCAYPbl W IIpaBHia

JOCTHYKEHHMsSI 1iesie U pemenus 3a1a4 [onutrky HHOPMALMOHHON 6€30macHOCTH

[1/11. DT npaBuUia ONpeaesstoT:

KakoBa 0671acTh IpUMeHeHus noauTiky Gesonacnoctn [1/1H;
KaKoBbl PONM ¥ OOS3aHHOCTH JOJDKHOCTHBIX I, OTBEYalOIIKEe 32

IpOBe/ieHHe TOJIMTHKH 0e30MacHOCTH [1/11, a TaK ke UX yCTaHOBUTH

OTBETCTBEHHOCTD,

KTO uMeeT npasa goctyna k [1/1n;

KaKiMH MEpaMH ¥ CpeicTBaMu obecrieunBaerca samuTa [1/1H;
KaKUMH Me€paMu W CpeacTBaMH obecrievuBacTcs KOHTPOIL 34

coOTI0/IeHHeM BBEIEHHOTO peKHUMa 0e30MmacHOCTH.

O].'J raHu3alluOHHBIE MEPBI JOJIAKHbBI:



MpelycMaTpuBaTh  periaMeHT  MH(OOPMAlMOHHBIX  OTHOLICHHI,
MCKTIOUAIOIIUX BO3MOMKHOCTh HECAHKLMOHMPOBAHHBIX AEHCTBUA B

OTHOILIIEHUU 00BEKTOB 3aLUTHI;

OIpEeHENATh KOATULUOHHBIE U MepapXU4YeCKHe MPUHIUIBI U METOIBI
pasrpannvenus goctyna K [1/1H;

ONPEENATh MOPALOK PalOThl ¢ MPOrpaMMHO-MATeMaTUYECKUMU H
TeXHHYECKUMH (ammapaTHeIe) CpeICTBAMU 3aIMTHl U KPUIITO3AIIUTEI
¥ IPYTHX 3aIIUTHBIX MEXaHU3MOB;

OpraHu30BaTh MeEpbl IPOTHBOACHCTBHUS HCJl nonp3oBaTenssMd Ha
yTanax ayTeHTU(hHKALHH, aBTOpPH3ALIUH, UIeHTUQUKALH,
obecreynBalIX rapaHTHH peajH3aluyd MpaB U OTBETCTBEHHOCTH

cyObekToB HHHOPMALMOHHBIX OTHOLICHHH,

Opl"aHH3El]_lI/lOHHLIe MeEpbI JOIKHBI COCTOATD H3!:

perjaMeHTa JI0CcTyIla B [IOMELICHHSA HUCTT/H;

MOpSIIOK JOTycKa COTPYIHUKOB K rcronb3osanmio pecypeos MCIIIH
OI'BOY BO Jlouckoii 'AY;

perjiaMeHTa MpollecCOB BeleHHs 0a3 JaHHBIX M OCYLIECTBICHHS
Moau(UKALUNA HHPOPMAIIMOHHBIX PECYPCOB;

perjaMeHTa  [pOLECCOB  OOCIYXKHBaHWs M OCYIIECTBICHUA
MOIM(HUKALMH aNnnapaTHbIX U nporpaMmubix pecypcoB UCIIIH;
uHcTpykumii  nonesosarencki MCIJIn (anmunuctparopa MCIIIH,
anMuHACTpaTopa 6e3onacHocTH, onepatopa UCITAH);

MHCTPYKI(Ms  [0JIb30BaTeNIl MPY BO3HUKHOBCHHM  BHCLITATHBIX
CUTyaLHi.

MHCTPYKIMS [0 Pa3MeIeHI 0, 000py10BaHHIO M OXpaHe [OMCLICHHH,

rae XpaHsTcs nepcoHalibHbIC JIaHHbIE, 110 XpaHEeHHIO nepCOHAIBHBIX
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JAHHBIX HA GYMaXHBIX HOCHTENSX U MOPSAKY PabOThI UCIIOMHATENCH

C NIEPCOHAIBHBIMU JAHHBIMHU Ha OyMa)XXHBIX HOCHUTEIISX MH(DOPMALIMH.

®duzuveckne Mepbl 3aLIHThI
Dusuyeckue MEpbl 3allHUThI OCHOBaHbl Ha IMPHUMCHCHHH pasHoro pojaa

MECXaHHYCCKHX, JJIEKTPO- WU 3/IeKTPOHHO-MEXaHHICCKIX YCTPOHCTB "

COOPYXEHMH, ClenuaabHO TpeJHA3HAYECHHBIX [JIs  CO3/aHMA bU3HHECKUX
MpensTCcTBUM Ha BO3MOKHBIX IMyTsX NPOHMKHOBEHHA M N0CTyTA [IOTEHIUAIbHBIX
HapyIIMTEeIeH K KOMIIOHEHTaM CHCTEMBI H 3alUIIaeMoi MHGOpMaLMK, a TaKKE
TeXHWYECKHX CPEACTB BH3yalbHOrO0  HAONIOJEHHMs, CBA3M W OXpaHHOMH
CUTHAJIU3alUH.

dusnyeckas 3alldTa 30aHAH, MOMEIIEHHH, OO0BLEKTOB W CPEICTB
uHbopMaTU3aALAN JOJKHA OCYILIECTBIIATECA nyTem YCTAHOBJIEHUS
COOTBETCTBYIOMIMX MOCTOB OXPaHbl, ¢ MOMOLIBIO TEXHHYECKUX CPEACTB OXpaHbl
MMM JTIOGBIMM PYTMMH CTIOCO0AaMH, NPEAOTBPAILAIOMMMH WK  CYLIECTBEHHO
3Ty AHSIOLIMMM TIPOHMKHOBEHWE B 37aHHUE, MOMCMICHHS MOCTOPOHHUX JIMLI,
XHleHre WH(QOPMAIMOHHBIX HOCUTENCH, CaMHX CpeiCTB uHhopMaTU3ALINH,
UCKITIOYAIONIAMY HAXOKICHHE BHYTPH KOHTPOJIHpPYeMOH (oxpaHsieMo¥i) 30HBI

TeXHUYECKHX CPENCTB Pa3sBCAKH.

AnnapaTHO-NporpaMMHbIe CPeICTBa 3AHTHI JU DI L3
TexHuueckue (ammapaTHO-NPOrPAMMHEBIE) MEpbl 3alllMTbl OCHOBAHBI Ha

MCTIONB30BAHUA PA3TUUHBIX HJIEKTPOHHBIX YCTPOACTB M CHELHABHBIX MPOrpaMM,
sxoaamux B cocraB VICTI/IH 1 BBITOMHSIIOLIMX (CAMOCTOATEIbHO HIIH B KOMIIIEKCE
¢ IPYTUMH cpeAcTBaMH) GYHKIMU 3alUThI (MaEeHTA(UKALMO H Ay TeHTHQUKAIUIO
nodb3oBaTelei, pasrpaHdUyeHHe NOCTyNa K pecypcam, pericTpallrio COOBITHH,

KpUITOTpaduueckoe 3aKpbiTHe HHPOPMALMY 1 s



C yueTom Beex TpeGoBaHuil u NpHHIKIOB ofecreueHys Oe30MacHOCTH [[du

B VCIT/Iu no BceM HampaBIeHUSIM 3aLUUTHI B COCTAB CMCTEMbl 3ALMTHI TOJIKHEI

ObITH BKJIFOYEHBI cneayrouue cpeacTna.

cpeacta  wieHTHOUKaMM  (OMO3HABaHUs) M ayTeHTHOUKALUH
(IIO/TBEPX /IEHHS T10UTMHHOCTH) MOJIb30BATENCH HCI1n;

cpelcTsa paBFpaHquH.HH JoCTyIa 3aperucTPUPOBaHHBIX
rnonp3oBaTenel cucteMbl K pecypcam VICIIIH ®I'BOY BO JIoHCKOM
I'AY;

cpenctsa obecriedeHHsi W KOHTPOJIS LEMOCTHOCTH MPOTPAMMHAIX U
“H(MOPMALIMOHHBIX PECYPCOB;

cpefcTBa  ONEPaTMBHOIO  KOHTPOJIS M PETHCTPaliH COOBITHH

0e301acHOCTH;

KpunTorpaudeckue cpeacTsa samutst [IIH.

YcneuHoe IMPpUMEHEHHE TeXHUYECKHUX CpeJCTB 3alluTbl Ha OCHOBaHHH

NPUHIMIOB (pasfen 5) mpejrnonaraet, YTO BbINOIHEHHE MEPEHHCICHHBIX HYDKE

TpeboBaHui obecreyeHO OpraHH3alMOHHBIMU (aAMUHUCTPaTHBHLIMH) MEpaMH H

HCIIOJB3YCMBIMH Cbﬁ?,HLIECKHMH cpencTBaMu 3allHUThI:

oGecrnieuena Gusnyeckas 1eJ10CTHOCTh BCEX KOMIIOHEHT WCT1x;
KaXIbIM  COTPYAHHK  (TOJB30BaTENlb WUCII[In) wuamM  rpynna
[onb30BaTeNel HMeeT yHHKQJIbHOE CHCTEMHOEe WM W MUHUMAIbHO
HeOGXOIMMble /Ul BBITIOJHEHHUS MM CBOMX (YHKUMOHAIBHBIX
00si3aHHOCTEH MOJHOMOYHS 10 JOCTYIY K pecypcam CUCTEMBI,

B UCIu ®IBOY BO J[lonckoit ['AY paspaborka u OTIajKa
IporpaMM  OCYIIECTBISETCs 33  NMpeAc/IaMu UCTIAH, Ha
UCIBITATEbHBIX CTEHAAX,

Bce WM3MeHeHWs KOH(UMIypauunm TEeXHHYeCKHX M TpOrpaMMHBIX
cpeacrs VCIIJlH mpou3BOAATCSA CTPOTO yCTaHOBJICHHBIM TOPAIKOM
(perucTpHpyloTCs U KOHTPOJIUPYIOTCS) TOJIBKO HA OCHOBAHUM

pacropssKeHn i pyKOBOJICTBA ®T'BOY BO Jlonckoii [AY;
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— CEeTeBoe o0opyi0BaHHE (KOHIIEHTPATOPBI, KOMMYTAaTOpBHI,
MapLIPYTH3ATOPbl U T.I1.) PACTOIaraeTes B MecTax, HeJlOCTYIHbIX U
[IOCTOPOHHHMX (CHENHAIbHBIX MOMEILIEHHUAX, lKadax, U T.IL.);

— cnemnanuctamu  ®T'BOY  BO  Jlonckoit ['AY  ocyrmectsiseTcs
HeNpepeIBHOE  yIpaBleHWe M aJAMUHUCTpaTHBHAA  MOJICPIKKa

(QYHKLMOHKPOBAHHUA CPE/ICTB 3ALLUTHI.
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7 Koutpoas 3¢ppexrusnocru C3I1/In

Konrtpons  apdexrusnocty  C3IIJ[H pomkeH ocylnecTBisercs Ha
nepuoanueckoil  ocHose. Llenplo  KOHTposst  3(Q(EKTHBHOCTH  SBJIAETCA
CBOEBpPEMEHHOE  BbIABJIEHWE HeHamIexamux pexumo  paborer  C3IIHAn
(oTkmOo4eHHE CPEICTB 3aLLUTHI, HapyLIeHHe PEeKUMOB 3allUTBI,
HEeCAaHKIMOHMPOBAaHHOE  M3MEHEHWE peXuma 3alMThl M T.1L), a Tak
MPOrHO3UPOBAHUE M  TNPEBEHTUBHOE pEarupoBaHWE Ha  HOBBbIE  YIPO3BI
Oe3zonacHoctu [1/1H.

KOHTpO/Ib MOKET MpOBOJAMTBECS KaK aJMUHUCTpaTopaMu Oe30MacHOCTH
WUCITAn  (onepaTuBHBIA  KOHTpPOJAL B  Mpomecce  MH(OPMALMOHHOIO
Bzaumonedicteus B MCII/IH), Tak W TpUBIEKaeMbIMU U1 93TOH LEId
KOMIIETEHTHBIMUA  OpPraHu3alusiMM, HMEKOLIMMU JIMLEH3WI0 Ha 3TOT BUJ
nestensHocTH, a Takke ®CTDOK Poccuu u DCHb Poccum B rmnpejenax ux
KOMTEeTeHLIUH.

KOHTpOJIE MOXKET OCYLIeCcTBISTECS aAMHUHIUCTPATOPOM OE30MacHOCTH Kak C
MOMOIIBIO IITATHBIX CpeACTB cUcTeMbl 3au|Thl IIJ[H, Tak ¥ ¢ TOMOIIBIO
crieMalIbHBIX NPOTrPaMMHBIX CPEICTB KOHTPOJIS.

Ouenka 3¢ hekTHBHOCTH Mep 3aluThl [1JIH MPOBOAKTCS C UCTIONB30BAHHEM
TEXHHYECKMX M IPOrpaMMHBIX CpEJICTB KOHTPOJS Ha MNpelMeT COOTBEeTCTBMS

YCTAaHOBJIEHHBIM TPeOOBaHUSM.
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8 Cdepnl oTBercTBeHHOCTH 32 Oesonacuocth [1/1n

OTBeTCTBEHHBIM 3a Pa3pabdoOTKy Mep W KOHTpONb Haja oOOecrnevYeHHeM
Oe3omacHOCTH MepcoHanbHBIX AaHHBIX siBaserca pykosoxctso OI'BOY BO
Houckoit 'AY. PyKoBOAMATENb MOMKET JAeAerHpoBaTh 4acTh IMOJIHOMOYHH 10
obecrieuenuto 6e30MacHOCTH MEPCOHAIbHbBIX JaHHbIX.

Cdepa  OTBETCTBEHHOCTH  PYKOBOAMTENS  BKIIOYAeT  ClEIyrolue

HarpasieHus obecrnieyerus 6e3onacHocTH [T/1H:

— IlnanupoBaHue M peanu3alus Mep Mo obecrneyeHHI0 Oe30IMacHOCTH
[T1H;

— Amnamms yrpo3 6esomacxoctu [1/1H;

— PaspaboTky, BHeapeHWE, KOHTPO/JIb HMCIIOIHEHWA W MOAJEpKaHHEe B
aKTyalbHOM  COCTOSHMHM  [IOJIATHK, PYKOBOJCTB,  KOHLEIILIHH,
MpOLEAYp, PErIaMeHTOB, MHCTPYKLUUH M APYTHX OpraHH3alHOHHbBIX
JIOKYMEHTOB 110 o0ecredeHuio 6e301acHOCTH;

— OGyuenue u uHbOpMupoBanue nojassopareneit MCIIIu, o mopsanke
paGoTsl ¢ IT/IH 1 cpeicTBAMM 3aIUThI,

— TlpenoTBpaleHne, BbISBJIEHHE, pearvpoBaHME ¥ pacclie/loBaHue
Hapylenuit 6esornacHocty I[1/IH.

[Ipy B3aUMOJEHCTBHH CO CTOPOHHUMH OpPraHU3aUMsIMH B CilydasX, KOraa
COTPYAHMKAM 3THX OpraHM3alui [peJoCcTaBisieTcs AOCTYN K OObeKTaM 3allUThl
(paszmen 3), ¢ 5TUMH OpPraHU3alUsSIMU JOJKHO ObITh 3aKioyeHo «CoraameHue o
xouduaeHuuantsHocty, Jaubo  «Cornamesse 0  COOMOASHMM — pexXKMa
6eszonacHoctd [1)1d npu Beimonuenun pador B MCII{m». TloaroroBka THIOBBIX

BApHAHTOB 3TUX COrJaleHAH ocymecTsisercs ropuctamu OI'BOY BO JloHCcKo#
T'AY:
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9 Mojeas HApymHTe st 6€30MacHOCTH

Mon napymmurtenem B PI'BOY BO [lonckoit I'AY mnoHumaeTcs JHIUO,

KOTOpOEe B pe3yabTare YMBIUUIEHHBIX WA HEYMBIIICHHbIX NEeHCTBUNA MOJKET
HaHecTH yuiepd o0beKTaM 3allUThl.
Bce HapyIIMTeNd AIATCS Ha ABE IPYIIIbL:
— BHEIIHWE HApyIIUTenn — (GU3MUecKue Julla, He UMEIOLME Mpasa
npeGHIBaHAA Ha TEPPHTOPHM KOHTPOTMPYEMOH 30HBI, B IpeAcitax
KOTOpoO#i pa3meliaeTcsa 000pyAOBaHUE WCITIH, a Tak Ke XpaHATCA
[1/Is Ha OyMaKHBIX HOCHTE/ISAX;
— BHyTpeHHWE HapyLIHTend — (U3HYeCKHe JALA, MMEIOUIHNe PagBo
npeOBIBAHNA Ha TEPPUTOPUH KOHTPOJIHPYeMOH 30HBI, B Tpeaesiax
KOTOpOH pa3meriaeTcsi 000pyn0BaHHE UCIIIH, a Tak Xe XpaHsATCs
[T/15 Ha OyMaxkKHbIX HOCUTEIISX.
Knaccudukanus — HapyliuTened — TMpencraBieHa B Mopenna  yrpos

0€30I1aCHOCTH NePCOHAIBHBIX HNaHHbIX.
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10 Moaeas yrpos 6e30nacHOCTH
Iing UCIIIa ®T'BOY BO Jlonckout ['AY BeimensroTcs ciaeayromue

OCHOBHBIE KaTE€TrOpHUH YIpo3 0e30MacHOCTH TIEpCOHATbHBIX TAHHbIX,

e erosm OT YTCYKH 10 TEXHHYECKHM KaHaJlaM.

—  VYrpo3bl HECAHKIIMOHUPOBAHHOI'O JOCTYIA K HHOOPMALIUH.

— Vrposs! yuuuToxenus, xumenwus armaparasix cpencts MCTTJIn HocuTeneit
vHGOpMALHK yTeM pu3nveckoro goctyna k snementam UCTTIH.

— Vrpossl  XHIIEHHS,  HECAHKLUHOHHUPOBAHHOWH  MOAUQUKALMM WU
OnoxupoBalua HHGOpPMALMK 3a CYET HECAHKIHOHUPOBAHHOIO JOCTYyMa
(HCXI) ¢ npuMeHeHHEM TTPOTrpaMMHO-AIMapaTHeIX U MPOrpaMMHBIX CPE/ICTB
(B TOM YHCIIE IPOrpaMMHO-MATeMaTHUeCKUX BO3AEHCTBHH).

— VYrposbl He [peJHAMEPEHHBIX JACHCTBUH I0/IB30BaTENeH M HapyIIeHHH
6ezomacnoctu pynkionnpoanua UCIT n u C3I1[n B ee cocTase u3-3a
c6oeB B MporpaMMHOM 00ECIIeYeHHH, a TaKKe OT YIpo3 HeaHTPOIOTEHHOTO
(cGoeB  ammapaTypsl  W3-3d  HEHAJEKHOCTH  DIEMEHTOB,  COOeB
3NIEKTPONUTAHNS) ¥ CTUXHMHOIO (YAapoB MOJIHHH, [10)KapoB, HABOJHEHUH H
T.T1.) Xapakrepa.

— Yrpo3sl IpeiHAMEPEHHbIX ACHCTBHIT BHYTPEHHHX Hapy UM TE/ICH.

= YI"pOBI::I HECAaHKIIMOHUPOBAHHOTO AOCTYTIA T10 KaHal1laM CBA3H.

Onucanue yrpo3s, BeposATHOCTb MX peain3aluu, onacHoCTb U aKTyaJlIbHOCTb

NpeacTaBjieHbl B «Mopenu yrpos 0e3011acHOCTH [IepCOHAJIbHBIX JIaHHBIX B

HUCIT .
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11  Mexauusm peannsaunu Ionoxenus

Peanuzanusa [Tonoxeuus JOJIKHA OCYILIECTBIATHCAH Ha OCHOBE
MMEePCIEKTHBHBIX MporpaMm [JIAaHOB, KOTOPbIE COCTABJIAKOTCA Ha OCHOBaHHWH H BO
WCITOJTHCHHEC!

— (enepanbHbIX 3aKOHOB B 00/1acTH obecrieueHusi WHPOPMALMOHHOH

6e30MacHOCTH M 3alUTHI HHMOPMALIMK;

— nocranosieHu#l IlpaBurenscTa Poccuiickoii Menepatiun;

— PYKOBOJALINX, OpraHH3a1MOHHO-PACTIOPSIUTENEHBIX 7}
metomnueckux qokymentos @CTOK Pocenn;

- mnotpe6rocteit UCIIH B cpeactBax obecmevueHus 0e30MacHOCTH

UH(pOpMaI1H.
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12 Tlopsinok paGoThbl ¢ NePCOHAJTbHBIMH IaHHBIMHA COTPYIHHKOB

O0si3anHOoCcTH padoTojaTes

B uenax ucmonneHus TpeOOBaHUH 3aKkoHoxaTeabeTBa PP mpu oOpadoTke
IEpCOHAJBHBIX [AHHBIX, BCE pPaAOOTHHKH YUYPSHKACHHA MODKHBI HCIOIHATE

yCTaHOBJIEHHBIN TIOPANIOK PabOThI:

Pa6oTa ¢ MepcOHANbHBIMM [AaHHBIMM PabOTHUKOB JI0JDKHA HE HapyllaTh
TpeGoBaHMil  3aKoHOAATeNbCTBA PX@ M  JIOKaJIbHBIX HOPMAaTHBHBIX aKTOB
OpraHM3alliK, U JO/DKHA ObITh HEIOCPEICTBEHHO CBsi3aHa C OCYLIECTBICHNEM HMH
CBOUX TPYAOBBIX (DYHKLUH.

[Ipu cGope u 06paboTKe TepCOHATBHBIX JaHHBIX paboTHUKA paboTolaTelb
Jlomxen pykosoacTBoBathes KoHctutynwmeit PO, TpylnoBeIM KOIEKCOM PO u
MHBIMH (efiepalbHBIMH 3aKOHAMU.

ITepcoHasibHble [aHHble PAOOTHUKOB [OJOKHBI OBITh IONYyH4EHBI TOIBKO
HerocpencTBeHHO y Hero. Ecan a1 o6paGoTKU ero JaHHBIX MM MX TOJyIeHHs
MPUBIEKAETCSd TPETHH LA, TO PabOTHUK JOKEH JaTh TMPEABapUTEIbHOC
MHCbMEHHOE corjiacHe Ha 5To. OJHOBpeMeHHO pabOTHUK JIOJDKEH ObITh
yBeJAOMJIEH O LeNsIX cbopa uHbOpManuu, UCTOUHUKAX ee TOJIyYeHNs, a TakKe O
OCITECTBHAX OTKa3a OT IPEeJOCTaBIEHHs MHUCHMEHHOro cornackst Ha cOop
nHbOpMaLIHH,

[lepconanbHble JaHHbIE PabOTHHKA O ero MOJUTHYECKUX, PeNTUIMO3HbIX H
WHBIX YOCKICHUAX, YacTHOM JKH3HW, @ TaKKe UICHCTBE B 0OIIECTBEHHBIX H
po(COI03HBIX OpPraHU3aLUAX He Mmojnexar cOopy opraHusaluei, eciM UHOE HE
NpPeayCMOTPEHO 3aKOHOAATEIbCTBOM.

3alMTa MEpCOHANBHBIX HAHHBIX DPAOOTHHKA JO/DKHA OOecreuuBaThCs
MOJIHOCTBIO 3a c4eT paboToAaTelsl.

Yupexk/cHre MpH TpueMe Ha paGoTy, a TaKkKe MPU JIOOBIX M3MEHEHUAX
[paBuI PaGoThl ¢ MEPCOHANBHBLIMA JaHHBIMH 0053aHO MUCHLMEHHO 3HAKOMHTDH C

HHUMH BCeX pabOTHHUKOB.
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VYupekaeHne He UMeeT MpaBo NPUHYKIaTh PAOOTHUKOB K OTKa3zy OT CBOMX

[IpaB HA 3aIIUTY NEPCOHAJIBHBIX JaHHBIX.

Obs1i3annocTH paboTHHKA
PaboTtHuk o6sa3aH:
Ilepenate paboTomarento Bce IepcOHaNbHbIE JaHHblC, YKa3aHHbIC B
COOTBETCTBYHOIIMX NJOKYMEHTaXx.

B ycraHoBneHHbli mpaBunamu  cpok coobmarth paboronareno 06

M3MCHCHHH CBOHX IE€PCOHAJ/IbHBIX NaHHbIX.

Ilepeaaua nepcoHaNIbLHBIX JAHHBIX
[lpu ocymecTBIeHWM TIeperadd MEepCOHANBHBIX AaHHbIX pabOTHMKOB
TPeThUM JIMLaM paboToaaress 00s3aH:
He coo0IIare MepcoHaNbHbIE [OaHHble 0O€3 IOJNyYeHHOro IMUCHbMEHHOTO
cornacus pabOTHUKA, KpOMe Ciy4yaeB, Korja Takue OOs3aHHOCTH YCTaHOBJICHbI

3aKOHOJaTeILCTBOM,

He IepejaBaTh IlepCOHaJIbHbIE JaHHble pabOTHMKA JUIs UCIIO/IBE30BaHUS B
KOMMEpPUECKHX LefX;

TpeGOBaTh OT TPETHHX JIUI] COOTIOAeHHS MPaBUl pPaboThl ¢ MEPCOHATBHBIMU
NAHHBIMHA, a  TakXke  [PeJOCTABIEHUS  IMHUCBMEHHOI0  TMOJATBEpPXKIEeHUS
UCIIOIB30BaHUsA  [EPCOHAIBLHBIX JAaHHBIX B  TMOPSAKE, MNpeayCMOTPEHHBIX
HACTOSIIUM I10JIOKEHHEM O 3allUTe epCOHANIbHBIX JaHHbIX;

JaBaTh JOCTYN K TNEPCOHAJBHBIM [aHHBIM TOIBKO JIMIAM, HWMEIOLIAM
COOTBETCTBYIOLUM HOMYCK M MCIMOJB3YIOUMIUX MX TOIBKO JUIS BBINOJHEHUS
KOHKPETHBIX [TOJTHOMOYHH;

He HcTpeboBaTh HH(MOPMALMIO O COCTOSIHHM 370pOBbsi PabOTHHKA, 3a
HCKIIOYEHHEM HAaHHLIX, KOTOPble MOIYT IOBIHSATh HA HCMOJHEHHE PabOTHUKOM

CBOHX TPY/I0BbIX 00A3aHHOCTEH.



-

Jammura NePCOHAJbHDBIX JaHHbBIX paﬁmmma
B paMKax peajiu3allii IIYHKTOB HaCTOALICTO [lomoxenus o 3alluTe

IIEPCOHAIbHBIX NAHHBIX paﬁDTHHl{OB, PYKOBOJUTE/Ib YYPEKIACHUS M3/1aCT IIPUKaA3 O

Ha3Ha4YCHUHU JHIla, OTBETCTBCHHOI'C 34 COGJIIOJ]BHHB nopsaaKa paGOTLI C
MEPCOHAIbHBIMH JJaHHBIMH PaOOTHHKOB, Ha KOTOPOM JIeKaT BCE OOA3aHHOCTH IO
obecricucHHO KOHGUACHIMAIBHOCTH MOy YE€HHEIX JAaHHEIX, @ TAK)XKe OpraHH3aluu
paboThl ¢ HUMH.

IMepesaua MHGOPMALIMK TIPOUCXOAUT TOJNBKO B MHMCHMEHHOM BHJE. 3ampoc
nokKeH OBITh CAE/aH B MMCbMEHHOM BHAE C yKa3aHMEM BCEeX PEKBH3HMTOB JIHIA,
sanpatnmBatoriero uapopmanuio. OTBeT H0/DKeH ObITh cAeNaH Ha (UPMEHHOM
GraHKe YUpexJeHWs W OThpasieH Jubo Kypbepckoil cmyxkOoi, 1ubo 3aKa3HbIM
MTUCHEMOM.

Bce monydeHHble INepCOHANbHbIE JI@HHBIE IOJKHBI XPAaHHUTbCH B MECTE,
UCKJIFOYAIOIIEM HECAaHKIIHOHUPOBAHHBIX JOCTYIl TPEThUX JIMIL.

DJIeKTPOHHBIE HOCHUTeTH WH(OPMALMHK, [O/KHBI OBITh  3aLIHINCHbI
KPUIITOrpahHUueCcKUMHU CpeaicTBaMU 3alllUThl HHPOPMALHH.

OTBeTCTBEHHOCTH 32 pa3raamieHine HHGOPMAIHHU, CBA3AHHOMH C

NepCcoHATbHBIMH JAHHBIMH PA0OTHHKA

Juua, npu3HaHHbLIE BHHOBHBIMU B HapyLIEHWHM TpeOOBaHMH HACTOALIEr0
[To/o’KeHHsT O 3allMTe TEePCOHANBHBIX [JAHHBIX PabOTHUKOM [PUBICKAKTCA K
JAMCLMIIMHAPHOM, aJAMHHHMCTPATUBHOM, TPa)KIaHCKO-TIPABOBYIO W  YrOJIOBHOH
OTBETCTBEHHOCTH, B TIOpSAJKE MpPEIyCMOTPEHHOM 3aKkoHoxaTenbcTBOM PP u

JIOKaJIbHBIMH HOPMAaTHBHBIMHU aKTaMH.



45

13 Tlopsinox paGoThl ¢ NEPCOHATBHBIMH JaHHBIMH y4alLIHXCH

IMopagok nmoy4yeHus ¥ 00padOTKH NEPCOHANBbHBIX JAHHBIX yYalIHXCHA

ITox  oOpabotkoi  [I[JlH  [OHMMAaeTcs  MOJIy4YeHHEe,  XPAHEHHE,
KOM6HHHpOBaHHe, nepegavda HJIH moboe Apyroe HCroJib30BaHHE NepCcoOHaIbBHBIX

JAaHHBIX YYallHuXcCH.

PaGoTa Cc mnepcoHalbHbIMU JIaHHBIMK Y4YallMXCs [0JDKHAa HE HapyllaTbh
TpeOOBaHMI 3aKkoHojaTenscTBa P®@ u  JIOKajdbHBIX HOPMATHBHBIX aKTOB
OpraHu3alMu.

Mcnone3oBanue NepcoHalIbHBIX JAHHBIX BO3MOJKHO TOJIBKO B COOTBETCTBHH
C LeJSMH, OTpele/MBIIMMU HMX moiaydyeHue. [lepcoHalibHble NaHHBIE HE MOTLYT
OLITH MCIIONB30BAHBI B LIENSX MPUYMHEHUS UMYIIECTBEHHOT0 U MOPaJIbHOr0 Bpeza
rpakJaHaM, 3aTpyjHeHHs peanusaluy mpaB v cBobon rpaxiaan Poccuiickon
theaepauuu.

[Topsiiok 06pabOTKY TePCOHANBHBIX NaHHbIX HAa OyMaKHbIX MaTepPHAJbHbIX
HOCHTENSX pernamMeHTUpoBaH «MHCTpyKUHeH M0  XPaHEHWIO IEPCOHATbHbBIX
JAHHBIX HAa OyM@XHBIX HOCHTENSX M TOPAAKY paboThl HCIONHUTENEH ¢
[MepCOHANBHBIMM  JAHHBIMM HAa  OYM&XHBIX  HOCHTENAX  MHGOpMALMMY,
YTBEPXkKAEHHON PyKOBOJUTEIEM.

Obpabotka TIepCOHABbHBIX JIAHHBIX B aBTOMATH3MPOBAHHBIX
HHGDOPMALHOHHEIX CHCTEMaX OCYIIECTBIISETCS HA OCHOBAaHHUH psijia yTBEPKICHHBIX
PYKOBOJHTENEM HHCTPYKIMI perJaMeHTHpPYIomHUX 00paboTKy NepCOHalbHBIX

nanneix B UCTT/IH.
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JLoCTYyN K NMepcoHA/IbHbIM JAHHBIM

BuyTpeHHuit gocTyn (AOCTYN BHYTpH OpraHu3alyy) OIpeessaeTCs
MepeyHeM JIWIl, WMEIOMIMX JOCTYN K TEePCOHANbHBIM JAHHBIM YYallHXCH,
OrpejieIAeTCs IPUKa30M PYKOBOJNUTEIIA.

BHemHu# JoCTyIn:

K wudcny MaccoBbIX MOTpeOuTeNeil  MepCOHANbHBIX — NaHHBIX — BHE
OpraHM3alMH MOJKHO OTHECTH TOCy[apCTBeHHBIe (yHKIMOHATBHBIC CTPYKTYPERI:
HAJOroBbleé MHCIEKIMH, MPaBOOXPAaHUTENbHEIE OpraHbl, OpraHel CTaTHCTHKH,
BOCHKOMATbl, OPraHbl COIMAJILHOTO  CTPAXOBAHWA, MCHCHOHHDIC dboHmwI,
MopasaeiieHuA MyHULHNAIbHBIX OPraHOB YIIPaBIeHNM;

Han3opHO-KOHTPOJIbHBEIE OpPraHbl MUMEKT JOCTYIl K MH(pOpMALUK TOJIBKO B

chepe cBOeH KOMIETEHIHH.

IpaBa 00513aHHOCTH H OTBETCTBEHHOCTH cy0beKTa NepcoHabHbIX
JAHHBIX

3aKpericHHe paB CyObeKTOB MepCOHaNbHBIX IaHHBIX, perjlaMeHTHPYHOIIHX
3alllATY €ro IMepCOHANbHBIX AAHHBIX, obecIieurBaeT COXPAHHOCTH TOJHOW H
TO4YHOM MHbOPMALUH O HEM.

B 1eisx 3aluTbl MEPCOHAIBHBIX JAHHBIX KOHTPAreHTBI (3aKOHHbIE
Mpe/ICTaBUTENIN) HMEIOT [1PaBo:

- TpeboBaTh HCKIIOYEHHA HJH HCMPABIEHAs HEBEPHBIX MIIH HETIOJTHBIX
MepcoHalbHbIX [aHHBIX, Ta cBOOOMHBEIH OecrIaTHBIM  JOCTYHn K  CBOUM
NepCOHaIbHBIM IaHHBIM, BKJIOYasd NpaBo HA IOIydCHHE KOMIH HOBOM 3armucy,
cojiepxalleil mepcoHaIbHbIC TaHHbIC,

- OMNpeneNsiTh CBOMX npezcTaBUTeNed 1 3alThl CBOMX MEpCOHaJIbHBIX

JAHHBIX HA COXPAHEHHUE H 3ALIUTY CBOCH JIMYHOH TaHHbL.
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TlpaBa 005132 HHOCTH U OTBETCTBEHHOCTh 0NEPATOPA nepcoHaJbHbIX
JAAHHBIX

[lepcoHanbHasi OTBETCTBEHHOCTh - OIHO M3 TJIABHBIX TpeboBaHKi K
OpraHu3alui (yHKIMOHUPOBAHHS CHCTEMbI 3aILHTEI MepcoHanLHOM HHpopMAII
1 0Bs3aTeNBEHOE yeIoBKe obecredeHus dQPEeKTHBHOCTH 3TOH CUCTEMBI.

[Opundeckne W (u3MuecKue M@, B COOTBETCTBHH CO CBOMMH
HOTHOMOYMSIME BJIAJCIOIIEe O TPaXK/aHaX MOJyYarollie 1 MCIOJB3YIOIHE Ce,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOMATEIBCTBOM Poccuiickoi
depepanny 32 HapylIeHHe  peXHMa  3allUTRL, oObpaboTku ©  MopAnKa
WCTIOb30BaHus 3TOH HHbOPMAIHH.

PykoBomuTeNb, ~Pa3spelAlONIMii  JOCTYN  COTPyAHMKA K JIIOKYMEHTY,
cojepaleMy TepCOHANbHbIC CBEIGHHMS y4alluxcs, HeCeT NepCOHAIBHYIO
OTBETCTBEHHOCTh 33 JAHHOE pa3pelIeHHE.

Kaxablii COTPYAHHUK OpraHu3aliu, [MOJYYAROIIMA uisi paboThl AOKYMEHT,
cozlepXaluii NepcoHaTbHbIC JaHHBIE HeCeT SAMHOTMYHYIO OTBETCTBEHHOCTh 32
COXPAHHOCTh HOCUTEIS M KOHQHACHUHATBHOCTS vuHdGOpMaLIUH.

Jlonyck K TepCOHANbHbIM JAHHBIM - y4alluxces  Apyrix COTPYIHHKOB
paboToyiatens, He HMEIOUIMX HaIKAMM 06pa3om O(OPMIEHHOTO 0CTYTA,
3arpelaeTcs.

TMepesaua (06MeH M T.JL.) IEPCOHATBHBIX JAHHBIX MENILY nopa3aesieHusAMHU
OCYILIECTB/SIETCS.  TOJMBKO MKy —COTPYAHMKAMH, HMEIOIMMHA  10CTyl K
NMepCOHATLHBIM JAHHBIM YHaIMXCA.

3a HeHCIIONTHEHWE WM HEHaulexallee HMCIOTHEHNE pabOTHUKOM TI0 €ro
BHHe BO3NOKEHHBIX Ha Hero 0Os3aHHOCTEH MO COOMIOAEHHIO yCTaHOBJIEHHOTO
nopsaaka paboTsl CO CBEIECHUAMA KOH(HACHLIMANBHOTO XapaKkTepa paboToaareib
BIIpaBe MPUMEHSTh MPeNLyCMOTPEHHbIC TpymoseiM KosiekcoMm JMCIMILIMHAPHDBIC

B3bICKaHUA.
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14  OcobenHocTH 06paGOTKH NMEePCOHAIBHBIX JAHHBIX 6€3 HCIO0/Ib30BAHUSA
CpeCcTB aBTOMATH3ALHH

Ilpy  HeaBTOMATM3MPOBAHHOM  06paboTKe pasIUYHBIX  KaTeropuw
NIEPCOHAJIBHBIX MaHHBIX JOJDKEH MCIIOJb30BaThCA OTHENbHBIN MaTepHalbHBIH
HOCHTENb JJIA KaXKI0! KaTeropUy MEPCOHAIbHBIX aHHbIX.

[lpy HeaBTOMAaTH3UPOBAHHOH 00pabOTKe NMEPCOHANBLHBEIX [AHHBIX Ha

OyMaKHBIX HOCUTEIAX:

- He JomyckaeTcs (UKcans Ha  OJHOM  OYyMaxXHOM HOCHTENe
[ePCOHANBHEIX JAHHBIX, LIETH 00pabOTKH KOTOPHIX 3aBEIOMO HECOBMECTHMBI,

- [epcoHalbHblE [JAHHBlE JOKHBL  000COONATHCS OT  HHOW
nHGOPMALIHH, B YaCTHOCTH NMyTeM GHKCAIMH MX Ha OTJENbHbIX OyMaXHBIX
HOCHTEISX, B CMEIHANBHBIX pasfenax MM Ha monsx Gopm (61aHKOB);

- JIOKYMEHTBI, COAEpI)Kallke TepCOHAaIbHBIe NaHHble, (QOPMHUPYIOTCS B
7iela B 3aBUCHMOCTH OT LICJTH 00paOOTKH MEepCOHANLHBIX JaHHBIX;

- pgena ¢ [JOKyMEHTaMH, COACpXKalliMH [e€pCOHA/bHbIE JaHHBIE,
JIOJUKHBI MMETh BHYTpEHHHE  ONHMCH  JOKYMEHTOB ¢ YKasaHHeM IeJH
06p&60TKH 1 KaTeropuu nepCcoHaIbHbIX JaHHBIX,

JlokymeHThl  (HOcuTend  HMHGMOPMALMH), COJAEpKalIUe NepCOHaIbHBIE
JaHHble, [O/KHBI XPAHHThCA B CIOYXKEOHBIX  MOMEWICHHSAX B  HAJAEKHO
3anupaeMbIX U onedarbiBaeMbiX Likadax (ceiidax).

YHuuTOkEHNE WM 00e3MYMBaHWE 4YacTH NEPCOHAIBHBIX JTaHHBIX,
€CIM  ATO JOIYCKaeTcs MaTepHaJbHBIM HOCHTEIEM, MOKET IPOU3BOAUTHCA
crocoboM, MCKIIOHAOUMM JajibHedyo 00paboTky 3THX — MEpCOHAIbHBIX
JNAHHBIX, C COXpaHEHHWEM BO3MOXKHOCTH 00paboTKH  HMHBIX  JaHHBIX,
Ba[t)HKCI/lpOBaHHbIX Ha MaTepHaJibHOM HOCHUTEIIC.

IMpu HecoBMecTHMOCTH Henedl 00pabOTKH MepCOHANbHBIX JaHHBIX,
3a()UKCUPOBAHHBIX Ha OIIHOM MaTepuajbHOM  HOCHTENe,  eClH

MaTepuanbHbli  HOCHUTENb  HE MO3BOJISIET  OCYLIECTB/IATD 00paboTKy
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TMEPCOHAbHBIX JAaHHBIX OTACJIBHO 0T [APYTHX BaCbHKCHpOBaHHIJIX Ha TOM
)K€ HOCHUTENe MNEepCOHANBHBIX [JaHHBIX, JdOJIKHBI ObITh IIPUHSATBI ~ MEpPbL 10

obecrieueHH0 pasienpHON 00paGoTKH MepcOHANbHBIX JAHHBIX, B YACTHOCTH!

- 1IpHu HE0OX0TUMOCTH WCIIONB30BAHUS WM PacipoCTpaHEHH
orpejieieHHbIX MEPCOHANBHBIX JaHHBIX OTAC/IBHO OT HaXOAAIIMXCA Ha TOM
K€ MaTepUalbHOM HOCHTENIe JPYrMX I[epPCOHABHBIX JIaHHBIX OCYLICCTBIACTCA
KOMHMPOBAaHHE TEPCOHAIBHBIX JIAHHBIX, [MOJISKAIIUX pPACIPOCTPAHEHUIO  WJIH
HCITIOJIL30BAHHUIO, CIIOCOOOM, UCKIIFOYAIOLIUM OJHOBPEMEHHOE  KOIMMpOBaHHE
MEepCOHANBHBIX  J@HHBIX, He  MOUIeKAIIMX  PaclpOCTPAHECHHIO 1%
HCIIOb30BAHUIO, M HCIONIB3yeTcs (pacrhpocTpaHseTcs) KOIMUS TepCOHAbHBIX
JaHHbIX;

- NpM HEeOOXOAMMOCTH YHHUTOXEHMS WM OIOKUPOBAHUS — HaCTH
MepCOHANbHBIX JAHHBIX YHHYTOXKaeTcs  WiIM  Omokupyercd MaTepUanbHbIN
HOCHTENb C TpPeABAPHTENLHLIM KONMMPOBAaHHMEM CBEJeHUH, He MOoJJeKalmx
YHUYTOXKEHHIO WU 0JI0OKHpPOBAHHIO, CrocodoM, MCKJITIOYAIOLIUM
OJIHOBPEMEHHOE  KOIHpOBaHHE MEPCOHANBHBIX  JIaHHBIX, TOJJIeXAIIKX
YHAYTOKEHUIO WIH OMOKUPOBAHHIO.

VYTOYHEHHE  IIEPCOHANBLHBIX  JAHHBIX  IIpU OCYLIeCTBIEHHUH X
obpaboTtku 6e3 MCIONB30BaHUA CPEJICTB ABTOMATU3ALMKM MPOHU3BOIUTCH  ITyTEM
0OHOBJIEHMsT WM M3MEHEHWs MIaHHBIX HAa MaTepHAJbHOM HOCHTENE, a eCld
3TO  HeE JOTMYCKaeTCsl TEXHUYCCKMMH  OCOOCHHOCTSIMM ~ MaTepHaibHOro
HOCUTEIs,, MyTeM (QHUKCALMM Ha TOM K€ MaTepHaJbHOM HOCHTEIIC CBeJIeHUI
0O BHOCHMBIX B HHMX H3MEHEHHAX JMOO IMyTeéM H3rOTOBICHHS  HOBOIO
MaTepHabHOr0 HOCUTENS ¢ YTOYHEHHBIMM MEPCOHAIbHBIMH JaHHBIMH.

O6paGoTka NMepcoHaNbHBIX AaHHBIX, OCYILCCTBIACMAs 06e3 HUCIOJIL30BAHUS
CpelICTB aBTOMAaTH3alluK, NOJDKHA OCYIICCTBIATHCA TAKHM obpaszoM, 4TOOBI B
OTHOIIIEHNUM KaX/10i KaTErOPHH NEPCOHAIBHBIX JAHHBIX MOKHO OBLIO ONpPEAEIUTE

MecTa XpaHeHWs [EePCOHANbHBIX [TaHHBIX (MaTepHaTbHBLIX HocHuTeneild) M
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YCTAHOBMTh IIEPEYeHb JIUI, OCYIIECTBIAIINX 00paboTKy MepCcoOHaNbHbIX JaHHBIX

a0 UMeEIUX K HUM AOCTYII.
HpH XpaHCHHH MaTe€pHaJIbHBIX HOCHUTEJIeH MOJIKHBI coOmIaThes ycJjoBHu,

obecreunBarolIde COXPAHHOCTh [ePCOHANBHEIX JAHHBEIX U HCKIIOYarolue
HGC&HKHHDHHPDB&HHHﬁ K HHM JOCTYII. XpaHeHHe MNepCOHAJIbHBIX JaHHbIX
(MaTepualbHBIX ~ HOcHTened), 00paboTka KOTOPBIX — OCYLIECTBIIIETCS B

pPas/iIM4HbIX LEIAX JOJIKHO OBITh pa3aciibHbIM.
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15  Owmugaemblii d¢dext or peannsaunn [lonoxenus

Peanuzanus Ionoxenus 6ezonacuocty [11n B UCIT/IH no3ponut:

— ouenuTh coctosHue OezonacHoctu urdopmannn UCII/IH, BbIABUTEL
MCTOYHWKM BHYTPEHHHX ¥ BHEIIHHX YIpo3 HWH(OPMAILHOHHOH
Oe3omacHOCTH, OTIpEe/IeTIUTh TIPUOPHUTETHEIE HarpaBJIeHUs
Mpe0TBPALIEHHUS, OTPAKEHNS ¥ HEUTpaTH3aluy STHX YIPO3;

— pa3paboTaTh pPacTHOpSIUTENBHBIE W  HOPMATHBHO-MCTOAMICCKHE
noxyments! npuMmeHuTensHO K UCTTIH;

— nposectn kiaccupukaumio u ceprudukanmo UCTIx;

— TIPOBECTH OPraHH3alOHHO-PEXUMHbBIE M TEXHUYECKUE MEPOIPUATHA
no obecneyenuto 6ezomacHoctu 111 B UCTIIH;

— obecrieunTh HEOOXOAMMBIH ypOBEHb 0E30MacHOCTH — OOBEKTOB
3al0UTH;

— paspaoTaTh  METOJIMYECKHE  [OKYMEHTH MO  Pa3MEIIEHHIO,
060pY/I0BAHKIO ¥ OXpaHe MOMELICHHH, [¢ XPAHATCA MEepCOHANLHBIC
NaHHBIE, 0  XPAaHEHWIO TEPCOHAJbHBIX JAaHHBIX HA OyMaKHBIX
HOCHTEISAX M TOPAAKY paboThl HCTOJNHATENeH ¢ MepCOHANTbHBIMU

JAHHBIMU Ha OyMa)KHBIX HOCHTEINAX HH(POPMALHH,

OcylecTpiieHre OTHX MEpONpPHATAN obecrieunT Cco3JaHHe eIMHOM,
[[eJIOCTHOM M CKOOPAMHHUPOBAHHOW CHUCTEMbI nHpOpMALMOHHOW 0e30MacHOCTH H

cO34acT yCJIOBUSA JJIs ee ,uaaneifIme ro COBEPIICHCTBOBaHMA.
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16 CnuMcoK HCNOJL30BAHHBIX HCTOYHHKOB

OcHOBHBLIMU HOpMAaTHBHO-NIPaBOBbLIMH H METOAHYCCKHMH
AOKYMEHTAMH, HA KOTOPBIX Da3u pyeTcH Hacrosuee Ilooxenne ABIAIOTCA:

®enepansubiit 3akon or 27.07.2006 r. Ne 152-03 «O mnepcoHalbHbIX

naHHBIX» (namee — @3 «O MepCOHATBHBIX JAHHbBIX»), yCTaHaBINBAFOLIIUH

OCHOBHblE TDHHIMMBI ® ycioBHs obpaborku 11w, mpama, 00f3aHHOCTH M
OTBETCTBEHHOCTH Y4aCTHHKOB OTHOIIEHHUM, CBA3AHHEIX ¢ 0Opaborkoil IT/1H.

«TpeGoBaHus K 3alllMTe IEPCOHATBHBIX AAHHBIX MNPH HX obpaboTke B
MHQOPMAIMOHHBIX ~ CHCTEeMaX  MEPCOHANbHBIX  NAHHBIX»,  YTBEPKACHBI
[Nocranosnenuem Ipasutensersa PO or 01.11.2012 r. Ne 1119,

«[Tonoxenve 00 ocobeHHOCTAX O00pabOTKH MEPCOHANBHBIX AHHBIX,
OCYIeCTBIsAEMON (€3 MCMOIb30BaHUs CPE/ICTB aBTOMATH3ALMNY, YTBEPKACHHOE
ITocranosnenuem IpasurensctBa PO ot 15.09.2008 r. Ne 687.

Tocranosnenue Ilpasutenscta Ne 211 or 21 mapra 2012 roxa «O6
YTBEPXIEHUH TIepedyHs Mep, HanpaBIeHHbIX Ha obecreueHue BBITOHCHHA
obsi3anHOCTel, npeaycmorpeHHbIX @3 «O mepcoHalbHBIX NaHHBIX) W MPHHATHIMA
B COOTBETCTBHM C HUM HOpPMATHBHBIMH IIPaBOBBIMHM aKTaMH, OIEpaTOpaMHu,
SIBJISFOIIAMUCS TOCYIAPCTBEHHbIMH HIIK MYHHIMIAIBHBIMA OpraHaMID).

«TpeGoBanuss K  MaTepuajbHbIM  HOCHUTE/IAM OHOMETPUYECKHX
[epCOHANBHBIX JAHHBIX ¥ TEXHONOIMSM XpaHEHHs TakuX JaHHbIX BHE
MHOOPMAIMOHHEIX ~ CHCTEM  MEPCOHANbHBIX — JAHHBIX»,  YTBEPIK/CHHBIC
[Tocranosiaenuem [paButenscrtea PO or 06.07.2008 r. Ne 512.

HopMaTriBHO-METO/IUYECKHEe  TOKYMEHTHI denepanpHOil  CIyX)OBI 110
TeXHHYECKOMY M OKCIepTHOMy KoHTpomo Poccuiickoiit ®enepaumnn (manee -

®CTIK Poccun) no obecreuenuto GezonacHoctu [TJIH mpu ux o0paboTke B

UCTIAn:
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Basomag MOJieib Yrpo3 OE30TacHOCTH TepCOHANbHBIX JaHHBIX [PH HX
06paboTke B MH(MOPMALMOHHBIX CHCTEMAX [epcOHANBHBIX JaHHBIX, YTB. 3am.
pexropa @CTIK Poccunt 15.02.08 r.

MeToauKa Onpe/esieHns aKTyalbHbIX YIrpo3 0e30MacHOCTH TEePCOHAIBbHBIX
JaHHBIX Tpu HX oOpaboTke B uHOPMALMOHHBIX CHCTEMaX MepCOHATBHBLX
nauHbIx, yrB. 3am. pexropa @CTOK Pocennt 15.02.08 r.

[Mpukas ®CTIK Poccnn Ne 21 ot 18 derpas 2013 rona «O0 yTBEPAKACHHH
CocraBa U COIEpKaHUA OPraHM3AIMOHHBIX M TEXHUIECKUX MEP no obecrnevyeHn o
6e30MaCHOCTU TEePCOHANbHBIX AaHHBIX TPH HX o6paboTke B MH(OPMALMOHHBIX
CHCTeMaX IMepPCOHANIbHBIX TaHHBIX».

Ilpukas MeepanbHOK cyx0bl 6e30MacHOCTH Poccuiickoit ®enepanuu OT
10 wmrons 2014 1. N 378 «O6 yTBepX)aeHUHU CoctaBa # COACpKaHUA
OpraHM3AUMOHHBIX ¥ TEXHHYECKHX MEp MO obecrieueHnio  0e30MacHOCTH
MepcoHaIbHBIX JAHHBIX MPU HX o6paboTke B WHGMOPMAIMOHHBIX CHCTEMAX
NepCOHANBHBIX JAHHBIX C MCTOJIb30BAaHHEM CPEACTE KPUMTOrpahUueckoi 3aIuThl
nHGOPMALIMH, HEOGXOAUMBIX TSl BBITIONHCHHA yCTaHOBIIEHHBIX [1paBHTEIBCTBOM
Poccuitckoii Demepanuy TpeGoBaHWH K 3aIIATS IIepCOHANBHBIX [IaHHBIX A

Ka)KI0T0 U3 ypOBHEH 3aUIICHHOCTH.

HauanpHuk YIpaBjieHus Kaapos % P.B. XapueHKO



